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FROM  THE  EDITOR 


JOHN  DIX 


The  top  priorities 

autious  optimism  is  the  anecdotal  sentiment 
we  hear  most  often  when  discussing  the  health  and 
demeanor  of  enterprise  IT,  and  data  in  a  recent  Net¬ 
work  World  technology  priorities  study  bears  that  out. 

About  a  third  of  the  respondents  say  their  budgets  increased 
for  2010  (an  average  of  6%),  while  another  third  are  maintain¬ 
ing  2009  spending  levels  and  a  final 
third  saw  their  budgets  get  cut  back.  In 
a  similar  survey  last  year,  40%  of  the 
respondents  were  looking  at  budget  reductions. 

We  then  drilled  down  to  see  where  enterprise  buyers 
stand  on  some  specific  technologies.  Not  surprisingly, 
there  is  still  a  lot  of  activity  around  server  virtualization. 

Some  54%  of  the  respondents  are  currently  implement¬ 
ing  or  have  already  deployed  the  technology,  with  10%  of 
that  lot  saying  they  are  implementing  it  enterprisewide. 

Another  27%  have  it  on  their  radar  or  are  actively  researching  the  option. 

As  you  would  expect,  a  smaller  number  (21%)  have  deployed  one  of  the  various 
flavors  of  desktop  virtualization.  But  22%  say  they  are  actively  researching  VDI 
and  another  28%  say  they  have  it  on  radar.  That  validates  rosy  VDI  forecasts  from 
Gartner  and  others. 

Virtualization  is,  after  all,  one  of  the  technologies  that  stayed  hot  through  the 
darkest  days  of  the  recession  because  it  leads  to  immediate  savings.  Cloud  comput¬ 
ing  is  another  technology  that  has  benefited  from  the  economic  slump  because 
cloud  options  promise  to  reduce  both  CAPEX  and  OPEX.  In  fact,  David  Moschella, 
global  research  director  for  CSC’s  Leading  Edge  Forum,  estimates  the  recession 
has  accelerated  interest  in  cloud  computing  by  two  years. 

Of  the  different  types  of  cloud  services  available  today:  some  57%  of  the  survey 
respondents  say  they  are  using  or  considering  software-as-a-service  (SaaS,  the 
hosting  of  specific  apps);  about  a  third  are  using  or  considering  infrastructure- 
as-a-service  (IaaS,  the  hosting  of  compute/storage  resources);  while  only  17%  are 
using  or  considering  platform-as-a-service  (which  adds  to  IaaS  a  Web  or  applica¬ 
tion  development  framework). 

Some  of  the  other  interesting  findings: 

■  25%  of  the  respondents  have  deployed  or  are  deploying  Windows  7,  while  30% 
are  researching  the  move  and  29%  have  it  on  their  radar. 

■  22%  are  implementing  Wi-Fi  to  replace  wired  Ethernet  coverage,  while  12%  are 
actively  researching  that  option  and  24%  have  it  on  the  scope. 

■  27%  have  implemented  —  or  are  in  the  process  of  —  implementing  10G  Ethernet, 
13%  are  researching  the  technology,  and  a  whopping  35%  see  it  on  their  radar 
screens. 

Taken  together,  the  survey  shows  enterprise  technology  is  warming  up  and  buy¬ 
ers  have  a  good  idea  about  what  projects  to  tackle  next.  There’s  plenty  of  innovation 


in  the  pipeline. 


jdix@nww.com 

Twitter.com/JDNWW 


— 

6 

Bits  Comments, 

E 

Blogs  and  Online 

E 

12 

Trend  Analysis  Cisco  to 

E 

unleash  data  center  extensions. 

**** 

14 

Trend  Analysis  IE  browser, 

EE 

iPhones  exposed  at  Black  Hat. 

14 

Risk  and  Reward 

zz 

Cloud  security:  Root  of  trust. 

BY  ANDREAS 

E 

ANTONOPOULOS 

E 

16 

Trend  Analysis  Juniper 

execs  share  network  vision. 

E 

20 

Net  insider 

E 

Apple  iPad:  Not  a  game  changer 

— 

yet.  BY  SCOTT  BRADNER 

E 

20 

Eye  on  the  Carriers 

E 

Wireless  broadband: 

E 

There’s  a  gap  for  that. 

BY  JOHNA  TILL  JOHNSON 

Z2. 

22 

ToolShed 

Gear  Head 

ZZ 

What  your  browser  says 

about  you.  by  mark  gibbs 

zz 

22 

Cool  Tools 

E 

Dualie  combines  hard 

E 

drive,  iPhone/iPod  dock. 

zz 

BY  KEITH  SHAW 

E 

26 

New  Data  Center 

E 

Data  center  skills  crisis. 

**** 

28 

New  Data  Center 

= 

10  recession-proof  IT  skills. 

zz 

32 

New  Data  Center 

E 

From  sea  to  shining  data  center. 

E 

36 

New  Data  Center 

E 

Become  a  data  center  top  dog. 

zz 

42 

BackSpin  YouTube  worth 

zz 

watching,  by  mark  gibbs 

— 

42 

Net  Buzz  ‘Internet  addiction' 

zz 

linked  to  depression  (sigh). 

BY  PAUL  MCNAMARA 

www.networkworld.com  February  8, 2010  3 


. peer  say 


mimiiiimimmmmmii 


Making  the  wrong  call 

©  IT’S  STUNNING  TO  read  comments 
from  a  person  involved  in  “safety”  regard¬ 
ing  texting  as  something  be  shoved  down 
by  the  government  (re:  Texting  drivers 
are  more  dangerous  than  talkers;  tinyurl. 
com/yb6afla). 

Was  he  serious  about  resenting  “being 
forced  to  wear  a  seat  belt”?  Perhaps  we 
should  all  just  disregard  having  to  “put 
our  seat  backs  in  an  upright  position  and 
fasten  your  seat  belts”  and  then  point  to 
him  as  our  reason  for  exercising  our  right 
to  be  responsible  for  ourselves  and  our 
actions? 

I  actually  get  his  point  about  taking 
responsibility,  and  I  do  agree  —  just  not 
for  an  activity  that  goes  beyond  exercis¬ 
ing  personal  responsibility.  Texting  is 
not  like  wearing  a  seat  belt.  I  don’t  care  if 
you  crush  your  head  (or  lose  it)  as  you  fly 
through  your  windshield  in  an  accident 
while  exercising  your  version  of  personal 
responsibility. 

What  I  do  care  about  is  you  crashing 
into  me  (car  or  pedestrian)  while  you 
are  exercising  your  version  of  personal 
responsibility  to  text  while  driving.  Tex¬ 
ting  affects  more  than  yourself,  just  like 
smoking,  or  talking  on  the  phone  while 
driving  whether  or 
not  via  a  hands-free 
device. 

Ed  Chavez 

©  I  WAS  DISMAYED 

when  I  read  the  Jan. 

6  peersay  column.  I 
cannot  believe  that 
these  two  comment- 
ers  are  so  poorly 
informed,  misguided 
and  just  plain 
ignorant. 

Regarding  the  first 
comment,  there  are 
already  laws  on  the 
books,  and  there  is  absolutely  no  need 
for  more.  The  act  of  reckless  driving  is 
already  addressed.  Also,  what  an  idiotic 
concept  to  make  texting  impossible  while 
in  motion  —  what  about  the  passenger? 

The  other  comment  that  caught  my 
attention  was  the  idea  to  allow  jamming 
cell  frequencies.  Perhaps  this  poor  unfor¬ 
tunate  poster  does  not  know  that  there 
are  other  services  that  utilize  nearby  fre¬ 
quencies  that  would  be  adversely  effected. 


Imagine  the  lawsuits  that  would  result 
from  a  cell  phone  jammer  that  blocked  an 
emergency  service. 

Net  Guru 

Microsoft  should  stick 
to  what  it  knows 

©  WHY  DO  YOU  want  “innovation”  from 
the  company  that  makes  your  office 
machinery?  (Re:  Former  VP  describes 
‘Microsoft’s  creative  destruction;  tinyurl. 
com/yzqs77z.) 

Look  how  long  the  IBM  Selectric  stayed 
functionally  largely  the  same,  with 
mostly  styling  changes  except  for  the 
addition  of  correction  tape.  Give  business 
users  “innovation”  and  they  have  to  send 
employees  to  training.  Give  home  users 
“innovation”  and  the  Family  Computer 
Guy  ends  up  taking  too  many  calls.  Can’t 
a  company  make  a  product  that  sells  and 
stick  with  it? 

Don  Marti 

Twitter  will  one  day  be 
just  a  distant  tweet 

©  I  HAVE  TWO  Twitter  accounts.  Been 
there.  Tried  it.  Got  the  T-Shirt.  And  I  still 
can’t  figure  it  out.  (Re:  Is  Twitter  losing  its 
luster?  tinyurl.com/yzelvry.) 

Why  would  some¬ 
one  prefer  to  pull 
up  a  Web  browser 
and  point  it  to  your 
Twitter  page  to  get  a 
140-character  short¬ 
ened  description 
when  he  could  just  as 
easily  get  the  whole 
scoop  —  pictures  and 
all  —  from  your  Web 
page?  If  syndicat¬ 
ing  feeds  is  what  it’s 
all  about,  then  why 
not  use  RSS,  where 
you’re  not  limited  to 
140  characters? 

I’ve  written  about  the  Twitter  phenom¬ 
enon  several  times  in  my  blog,  all  with 
the  same  conclusion:  Twitter  is  a  passing 
fad,  and  when  it  disappears,  it’ll  shrink 
into  a  historical  footnote  faster  than 
you  can  tweet  about  it.  It’s  one  of  those 
oddities  of  the  human  race  that  has  no 
practical  value,  and  the  collective  human 
intelligence  will  eventually  wake  up  and 
get  rid  of  it. 

DanOjSoCal 
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Cisco’s  Chambers  sees 
economy  on  the  mend 

CISCO’S  QUARTERLY  RESULTS  indicate 
sunnier  skies  for  the  world  economy,  according 
to  CEO  John  Chambers.  Cisco  posted  revenue 
of  $9.8  billion  in  its  second  quarter  ended 
Jan.  23,  an  8%  increase  from  a  year  earlier.  Its 
net  income  was  $1.9  billion,  up  23%  from  the 
year-ago  quarter.  Not  counting  certain  one-time 
items,  Cisco  earned  40  cents  per  share,  exceed¬ 
ing  analyst  expectations  of  35  cents  per  share,  according  to  a 
survey  by  Thomson  Reuters.  “Q2  clearly  was  another  tipping 


Facebook.  Blogging?  That’s  so 
four  years  ago.  Today  nearly 
three-quarters  (73%)  of  wired 
American  teens  use  social 
networking  Web  sites,  up  from 
55%  in  2006.  Back  then,  28% 
of  teen  Internet  users  were 
blogging.  Now  only  14%  blog. 
Meanwhile,  adult  blog  use  is 
steadily  increasing,  with  one  in 
10  online  adults  maintaining 
a  blog,  according  to  the  latest 
Pew  Internet  &  American  Life 
Project  report.  Twitter  so  far 
hasn’t  caught  on  among  teens. 
Just  8%  of  kids  12  to  17  use  Twit¬ 
ter,  compared  to  33%  of  young 
adults  ages  18  to  29.  tinyurl. 
com/ybcad3n 


point,”  Chambers  said.  “Every  time  we’ve  seen  anything  close  to 
this,  we’ve  seen  very  solid  recovery.  It  feels  very  good."  tinyurl. 


Cybersecurity 
R&D  bill  advances 
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THE  U.S.  House  of  Represen¬ 
tatives  has  passed  a  bill  that 
would  authorize  hundreds  of 
millions  of  dollars  in  spending 
on  cybersecurity  research  and 
education.  The  U.S.  National 
Science  Foundation  would 
receive  $395  million  to  fund 
several  cybersecurity  research 
projects  between  this  year  and 
2014,  along  with  $108.7  million 
for  a  cybersecurity  scholar¬ 
ship  program.  The  bill  also 
requires  the  White  House 
to  convene  a  task  force  on 
how  to  collaborate  with 
colleges  and  private  busi¬ 
ness  on  cybersecurity 
R&D.  The  legislation, 
the  first  major  piece  of 
cybersecurity  legislation 
passed  in  the  past  year, 
now  heads  to  the  Senate 
for  consideration,  tinyurl. 
com/yfbrlff 


GlassHouse 
IPO,  take  two 

IT  CONSULTANCY  GlassHouse 
Technologies  has  filed  for  a  $75 


com/yl3c8p3 
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End  on  a 
haiku  note 


JONATHAN  SCHWARTZ 

used  Twitter  to  announce 
his  resignation  as  CEO 
of  Sun.  Even  within 
the  140-character 
constraints  imposed 
by  Twitter,  he 
remained  eloquent, 
closing  his  Feb.  4 
message  with  a 
haiku.  “Today’s  my 
last  day  at  Sun.  I’ll 
miss  it.  Seems  only 
fitting  to  end  on  a 
#haiku.  Financial 
crisis/Stalled  too  many 
customers/CEO  no  more”. 


tinyurl.com/ygpox6y 

Blogging  is  lame 

KIDS  THESE  days  are  all  about 


million  initial  public  offer¬ 
ing,  after  canceling  a  previous 
attempt  to  go  public.  Glass- 
House  initially  filed  a  $100 
million  IPO  registration  with 
the  SEC  in  December  2007, 
but  pulled  the  plug  in  March 
2009  because  of  poor  market 
conditions.  The  IPO  market 
struggled  in  2008  and  2009, 
but  analysts  have  predicted 
an  increase  in  both  IPOs  and 
mergers  and  acquisitions  for 
this  year.  The  security  vendor 
Fortinet  went  public  in  Novem¬ 
ber,  and  Motricity  filed  for  an 
IPO  of  $250  million  two  weeks 
ago.  tinyurl.com/yf5af7k 

Prepare  to 
reboot ...  again 
and  again 

THERE  ARE  two  keys  words  for 
IT  to  remember  come  this  Patch 
Tuesday,  “six”  and  “restart.” 

Six  is  the  number  of  a  critical 
bulletin  Microsoft  will  release 
on  Feb.  9  that  affects  all  the 
currently  supported  versions  of 
Windows  on  both  the  desktop 
and  the  server.  And  a  system 
restart  will  be  required  when 
those  operating  systems  are 
patched,  which  will  mean 
downtime  for  servers.  In  fact,  10 
of  the  record-tying  13  bulletins 
require  a  restart.  In  all,  five  are 
listed  as  critical,  seven  impor¬ 
tant  and  one  moderate,  tinyurl. 
com/yh3rark 

DO]  to  Google: 
Thumbs  down 
again 

IN  A  big  blow  to  Google’s  efforts 
to  build  a  massive  digital-books 
marketplace  and  library,  the  U.S. 
Department  of  Justice  came  out 
against  the  revised  agreement  to 
settle  copyright  lawsuits  brought 
against  Google  by  authors  and 


2009 

Pilot  House 
Award 

Top  Provider 

Ethernet  Services 

Qwest  Communications 


ILEC/tXC  Billing, 
SMB  Data.  Value, 
Enterprise  Data  Value, 
Enterprise  Voice  Value 


awarded  by 


nemeries 


How  did  we  follow  up  winning  EIGHT  ATLANTIC -ACM  awards?  By  winning  a  Ncmcvrtcs  PilotHouse 
award  for  Best  I  tWmet  Services.  So,  thanks.  Because  all  of  those  awards  were  the  result  of  feedback 
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bits 


publishers.  In  particular,  the 
Department  of  Justice  remains 
concerned  about  the  agreement’s 
validity  under  U.S.  copyright 
and  antitrust  law.  “Google  would 
remain  the  only  competitor  in 
the  digital  marketplace  with 
the  rights  to  distribute  and 
otherwise  exploit  a  vast  array 
of  works  in  multiple  formats. 

...  The  [proposed  settlement’s] 
pricing  mechanisms,  though  in 
some  respects  much  improved, 
also  continue  to  raise  antitrust 
concerns,”  reads  the  Justice 
Department’s  31-page  filing. 
http://tinyurl.com/ygd7kwg 


Pass  the  wrench, 
please 

R0B0NAUT2  -  orR2for 
short  —  is  the  next-generation 
dexterous  robot,  developed  by 
NASA  and  General  Motors.  It’s 
faster,  more  dexterous  and  more 
technologically  advanced  than 
its  predecessors  and  able  to  use 
its  hands  to  do  work  beyond 
the  scope  of  earlier  humanoid 
robots.  R2  is  capable  of  using  the 
same  tools  as  humans  and  could 
easily  work  alongside  people, 
helping  astronauts  during 


hazardous  space  missions  or 
GM  building  safer  cars  and 
factories,  its  creators  say.  Toyota 
and  Honda  have  also  built 
advanced  human-like  robots. 
tinyurl.com/yjoc4mn 

Microsoft  lures 
researchers 
to  its  cloud 

RESEARCHERS  SELECTED  by 

the  U.S.  National  Science  Foun¬ 
dation  will  have  free  access  to 
Microsoft’s  Windows 
Azure  cloud  computing 
platform  under  a  new 
deal.  The  agreement  will 
allow  the  U.S.  scientific 
community  to  find  new 
ways  to  use  the  cloud  in 
research  without  worry¬ 
ing  about  infrastructure 
costs.  Microsoft  devel¬ 
opers  also  will  share 
expertise  and  provide 
tools  to  grant  recipients. 
“The  cloud  as  a  commod¬ 
ity  service  is  familiar  to 
all  of  us,  providing  our 
e-mail,  online  shop¬ 
ping,  posting  pictures 
for  our  friends  to  see,” 
said  Jeannette  Wing, 
an  assistant  director  at 
NSF.  “However,  the  cloud 
as  a  research  platform 
is  still  underexplored 
territory.”  tinyurl.com/ 
yjqat2z 


Your  next 
desktop  thin- 
dient  device 
could  be  your 
smartphone 

CITRIX  AND  Open  Kernel 
Labs  have  joined  to  author  a 
specification  for  turning  tomor¬ 
row’s  smartphones  into  mobile 
thin-client  devices.  The  two 
companies  call  their  creation 
the  Nirvana  Phone.  With  a  few 
modifications,  smartphones 
could  convey  virtualized  appli¬ 
cations  or  even  entire  desktops 
from  the  data  center  to  a  full- 
sized  monitor,  the  companies 
claim.  The  suggested  setup 
would  include  Citrix’s  existing 
mobile-client  software,  which 
can  stream  applications  and 
virtual  desktops  to  smartphones. 
Citrix  Receiver  would  run  over 
OK  Labs’  microkernel  hyper¬ 
visor,  which  would  provide 
the  abstraction  needed  to  run 
thin-client  sessions  over  a  smart¬ 
phone.  tinyurl.com/yf4ptwv 

How  to  curb 
roaming  charges 

BARGAIN  SHOPPERS,  take 
note:  iPhone  and  BlackBerry 
users  can  make  VoIP  calls  over 
3G  cellular  networks  with  Agito 
Networks’  latest  upgrade  to 


Ire  Video 

HP  cuts 
containerized 
data  center 
down  to  size 

The  company  has  launched 
a  20-foot  containerized 
data  center,  which  starts  at 
$600,000  without  the  IT 
equipment  inside. 
tinyurl.com/ydzlhpa 


its  RoamAnywhere  Mobility 
Router.  If  a  cell  phone  user 
places  a  voice  call  as  a  VoIP  data 
connection  over  a  3G  network,  it 
can  cut  the  cost  of  cellular  calls 
(especially  those  with  interna¬ 
tional  roaming  charges)  by  as 
much  as  80%,  Agito  claims. 
tinyurl.com/yennmxm 

Check  your 
smartphone 
at  the  door 

I F  Y OU’RE  thinking  of  using  your 
iPhone  to  entertain  yourself  next 
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NEC  GIVES  THE  PENINSULA 
SHANGHAI  WHAT  IT  NEEDS 
SEAMLESS  SERVICE. 


The  newly  opened  Peninsula  Shanghai  has  everything 
a  world-class  hotel  needs  to  differentiate  its  property: 
extraordinary  service,  five-star  dining  and  Unified 
Communications  from  NEC.  With  a  fully-converged  voice 
and  data  wireless  LAN  throughout  99.9%  of  the  hotel, 
over  200  guest  service  staff  on  the  move  are  connected 
to  applications  that  enable  immediate  responses  to 
guest  requests.  Says  Shane  Izaks,  "We  make  sure  that 
our  guests  are  well  looked  after  and  all  their  needs  are 
taken  care  of,  thanks  to  NEC."  t§| 


NEC  Corporation  2010  NEC  and  the  NEC  Ipgo  are registered  trademarks  of 
NEC  Corporation  Empowered  by  Innovation  is  a  trademark  of  NEC  Corporation. 


Mr.  Shane  Izaks 
General  Manager,  IT 


nT 

Learn  how  NEC  can  partner  with  your 
company  at  www.nec.com/cases/peninsula 


Empowered  by  Innovation 


mu  bits 


GOOD  I  BAD  i  UGLY 


Microsoft-funded 
foundation  gets  a  chief 

THE  CODEPLEX  Foundation,  an  organization  funded 
and  created  by  Microsoft,  has  named  its  first 
executive  director,  but  still  has  not  begun 
to  form  its  permanent  board  as  promised. 
Industry  veteran  Paula  Hunter  will  assume  the 
role  of  executive  director,  the  Foundation  said. 

Hunter  has  held  leadership  roles  at  open  source 
organizations  such  as  Open  Source  Development 
Labs  and  United  Linux.  The  CodePlex  foundation, 
launched  last  September,  is  aimed  at  bringing  open 
source  and  proprietary  software  companies  together 
to  participate  side-by-side  in  open  source  projects. 

Facebook  privacy  settlement 
not  good  enough 

A  CONSUMER  advocacy  group  that  is  critical 
of  Facebook’s  privacy  practices  has  filed  court 
documents  objecting  to  a  proposed  settlement 
in  which  Facebook  agreed  to  pay  $9.5  million 
to  set  up  a  privacy  foundation.  Public  Citizen,  a 
nonprofit  in  Washington,  D.C.,  filed  an  objection 
to  the  class-action  settlement  last  week,  arguing 
that  it  creates  an  unnecessary  privacy  organization 
while  providing  no  benefit  to  most  users  affected  by 
Facebook’s  privacy  practices.  The  proposed  settle¬ 
ment  stems  from  Facebook’s  Beacon  program,  which 
was  launched  in  November  2007  and  let  third-party 
Web  sites  distribute  “stories”  about  users  to  Facebook 
news  feeds. 


Conficker  up  to  its  old  tricks 


THE  CONFICKER  worm  is  alive  and  well  and 


last  week  shut  down  the  police  network  in 
Manchester,  United  Kingdom,  for  several  days. 
The  worm  infected  computers  at  the  Greater 
Manchester  Police,  forcing  officers  there  to  rely  on 
neighboring  jurisdictions  to  access  the  national  crimi¬ 
nal  records  database,  according  to  pub¬ 
lished  reports.  Rather  than  run 
the  risk  of  infecting  the  rest 
of  the  Police  National 
Computer  network,  the 
Manchester  network 
was  disconnected 
from  it.  Investiga¬ 
tors  are  leaning 
toward  blaming 
the  outbreak  on  an 
infected  memory 
stick  that  someone 
plugged  into  a  com¬ 
puter  on  the  network. 


time  you’re  on  jury  duty,  think 
again.  A  judicial  policy-setting 
group  has  told  U.S.  District  Court 
judges  they  should  restrict  jurors 
from  using  electronic  technolo¬ 
gies  to  do  research  or  communi¬ 
cate.  Specifically,  the  committee’s 
instructions  suggest  banning 
cell  phones,  e-mail,  BlackBerry, 
iPhone,  text  messaging,  Twitter, 
and  communication  through 
any  blog  or  Web  site. 

“Such  use  has  resulted 
in  mistrials,  exclusion  of 
jurors  and  imposition  of 
fines,”  the  group  stated. 

A  number  of  states  have 
already  enacted  bans  on 
electronic  communica¬ 
tions  in  courtrooms. 
tinyurl.com/yk7ys4k 


Free  to  be 
green 

SOON  THERE  will  be  no 
excuse  for  not  knowing 
just  how  much  gas  your 
data  center  is  guzzling. 
The  Green  Grid  Consor¬ 
tium  is  getting  ready  to 
release  two  free  tools  to 
help  companies  measure 
and  improve  the  energy 
efficiency  of  their  data 
centers.  One  is  the  Power 
Efficiency  Estimator, 
which  lets  users  compare 
the  efficiency  of  different 


topologies  and  equipment  to 
help  design  the  most  power- 
efficient  layout.  The  other  tool  is 
the  PUE  (power  usage  effective¬ 
ness)  Calculator,  which  will  help 
enterprises  compare  the  total 
amount  of  power  being  used 
by  a  data  center  to  the  amount 
of  power  that  actually  reaches 
the  IT  equipment,  tinyurl.com/ 
ylxx8ay 


TRUE  FACT 


Percentage  of 
respondents  to 
a  Sophos  sur¬ 
vey  who  believe 
that  employee 
behavior  on 
social  network 
sites  could 
da 

their  business 
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While  you 


were  out..  .  If  you  miss  a  call,  you  miss  an 

opportunity.  With  Sprint  Mobile  Integration  and  Global  MPLS, 
you’ll  have  one  number,  one  voicemail  and  one  easy  way 
to  control  mobile  usage.  Simplify  the  way  your  company 
stays  in  touch.  Make  it  easier  for  clients  to  reach  you. 

And  reduce  company  telecom  expenses.  Less  dialing, 
happier  clients.  Start  closing.  1-866-653-1056 
sprint.com/convergence 


Sprint 


The  Now  Network ' 


norms 

PilotHouse 

Award 


IT  professionals  name  Sprint  best  provider  of  MPLS-delivering 
best  value,  customer  service,  technology  and  network  reliability. 


Coverage  not  available  everywhere.  The  3G  Sprint  Mobile  Broadband  Network  (including  data  roaming)  reaches  over  269  million  people.  The  Nationwide  Sprint  and  Nextel  National  Networks  reach  over  275  and  274  million  people, 
respectively.  Other  restrictions  apply.  See  store  or  sprint.com  for  details.  ©2010  Sprint.  Sprint  and  the  logo  are  trademarks  of  Sprint.  Other  marks  are  the  property  of  their  respective  owners. 
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TREND  ANALYSIS 


Cisco  to  unleash  data  center  extensions 


BYJIM  DUFFY 

CISCO  THIS  week  is  expected  to  unveil  new 
and  enhanced  data  center  products  that  are 
designed  to  more  easily  interconnect  and 
allocate  resources  among  multiple  data  cen¬ 
ters  and  are  optimized  for  cloud  computing 
and  virtualization. 

The  Cisco  enhancements  extend  across  the 
company’s  Nexus  7000  and  Catalyst  6500 
and  4900M  Ethernet  switches  as  well  as  its 
Wide  Area  Application  Services  (WAAS) 
acceleration  and  Application  Control  Engine 
(ACE)  load-balancing  appliances. 

Front  and  center  is  an  enhancement  to  the 
Nexus  7000’s  NX-OS  operating  system  called 
Overlay  Transport  Virtualization  (OTV).  This 
is  a  data  center  interconnect  feature  intended 
to  simplify  establishment  of  those  links  by 
extending  Layer  2  Ethernet  LANs  across  geo¬ 
graphically  dispersed  data  centers. 

Essentially,  OTV  performs  “MAC  rout¬ 
ing,”  Cisco  says.  OTV  encapsulates  and 
tunnels  Ethernet  through  a  routed  Layer  3 
infrastructure  to  let  multiple  dispersed  data 
centers  look  like  one  logical  entity.  This  lets 
IT  administrators  move  workloads  and  vir¬ 
tual  machines  across  data  centers  without 
having  to  redesign  or  reconfigure  their  net¬ 
work,  Cisco  says. 

This  is  important  as  more  enterprises 
deploy,  for  example,  VMware’s  VMotion 
to  move  data  center  workloads  across  long 
distances  for  resource  allocation  or  disaster 
recovery.  It  requires  only  four  commands  per 
site  and  can  be  enabled  as  a  simple  overlay 
over  existing  Layer  3  networks  in  just  five 
minutes,  Cisco  says. 

Other  data  center  interconnect  techniques 
—  such  as  MPLS  or  dark  fiber  —  require 
months  of  design  and  planning,  the  company 
says.  But  what  if  a  customer  already  uses 
MPLS  with  a  Layer  2  tunneling  technique 
such  as  pseudowires? 

OTV  may  not  be  needed  in  those  cases,  but 
it  still  could  be  used  for  fault  isolation,  and  for 
faster,  easier  establishment  of  new  data  center 
interconnections,  Cisco  says.  It  also  alleviates 
the  need  to  manage  a  web  of  individual  point- 
to-point  links,  the  company  says. 

“The  routers  do  all  of  the  work,”  says  Craig 
Huitema,  Cisco  director  of  marketing  for  data 
center  solutions. 

“In  theory,  OTV  should  be  a  little  simpler 
because  I  believe  all  you’re  doing  is  an  over¬ 
lay  that  keeps  the  architecture  of  the  original 
network  the  same,”  says  Zeus  Kerravala, 
an  analyst  with  the  Yankee  Group.  “With 


Front  and  data 
center 

Overlay  Transport  Virtualization 

Software  for  Nexus  7000  switch  that 
tunnels  Ethernet  MAC  addresses 
through  an  IP  WAN  to  easily 
interconnect  dispersed  data  centers. 

10GBase-T  modules  for  the  Catalyst 
6500  and  4900M  switches 

Lower  cost  “on  ramps"  to  10G  Ethernet. 

Application  Control  Engine 
for  the  Virtual  Data  Center 

A  plug-in  to  VMware's  vCenter 
management  station  to  balance  loads 
among  VMs  from  a 
single  console. 

Wide  Area 

Application  Services 
for  cloud-based 
computing 

Optimizes  WAAS 
appliance  for  public, 
private  and  hybrid 
cloud  and  SaaS. 


i4UV 


pseudowire,  it  requires  some  re-architecting 
of  the  network.  You’re  essentially  redesigning 
the  network  with  pseudowire.  You’re  still  rip¬ 
ping  stuff  out,  redesigning.  And  pseudowires 
are  typically  at  the  very  high  end  of  the  enter¬ 
prise  and  service  provider  networks.  This  is  a 
solution  for  the  masses.” 

OTV  also  includes  resiliency  features 
such  as  multi-pathing,  multi-homing  and 
loop  prevention,  and  it  suppresses  flooding 
of  unknown  Layer  2  traffic  and  spanning 
tree  packets,  Cisco  says.  This  helps  ensure 
that  failures  such  as  broadcast  storms  or 
spanning-tree  loops  in  one  data  center  are 
contained  and  do  not  propagate  to  other  data 
centers,  the  company  says. 

OTV  will  be  available  on  the  Nexus  7000 
in  April.  Cisco  plans  to  also  extend  it  to  other 
platforms  in  the  future. 

Also  new  for  the  Nexus  7000  are  Gigabit 
Ethernet  and  10G  Ethernet  modules  with  a 
software  feature  license  to  increase  the  size  of 
routing  tables  and  access  control  list  capacity 
for  growing  networks.  The  modules  come  in 
eight-port  10G  Ethernet  and  48-port  Gigabit 
Ethernet  configurations,  with  an  “XL”  soft¬ 
ware  license  version  to  increase  routing  table 
entries  from  128,000  to  1  million. 


The  48-port  XL  module,  due  in  April,  costs 
$27,000.  Pricing  was  not  disclosed  for  the 
eight-port  10G  Ethernet  module. 

Pricing,  however,  was  disclosed  for  some 
new  lOGBase-T  modules  for  Cisco’s  Catalyst 
6500  and  4900M  switches.  For  the  Catalyst 
6500  with  a  Supervisor  720  engine,  Cisco 
unveiled  a  16-port  lOGBase-T  module  at  a  list 
price  of  $22,500.  It  extends  copper  connectiv¬ 
ity  to  330  feet  for  server  interconnection,  and 
is  intended  as  a  lower  cost  alternative  to  fiber- 
based  10G  connections  on  the  Catalyst  6500. 

For  the  4900M  top-of-rack  switch,  Cisco 
rolled  out  an  eight-port  lOGBase-T  module 
that  costs  $3,500.  It,  too,  allows  twisted  pair 
copper  cabling  connections  to  servers  at  330 
feet. 

Both  modules  will  be  available  in  the  sec¬ 
ond  quarter. 

Lastly,  Cisco  enhanced  both  its  WAN 
acceleration  and  load-balancing  appliances 
—  WAAS  and  ACE,  respectively  —  for  cloud, 
software-as-a-service  (SaaS)  and  virtualiza¬ 
tion  environments.  WAAS  can  now  recog¬ 
nize  cloud-based  and  SaaS  applications,  such 
as  Cisco  WebEx,  and  automate  security  and 
optimize  the  application  delivery, 

_  Cisco  says. 

ys*JT  Enterprises  typically  access  pub¬ 
lic  or  private  cloud  hosted  applications 
through  central  corporate  data  centers  using 
SSL  encrypted  links,  and  then  distribute 
them  from  the  data  center  to  remote  sites  with 
SSL  encryption. 

With  the  WAAS  enhancements,  the  SSL 
connection  setup  is  automated  and  the  link 
optimized  for  the  particular  cloud  or  SaaS 
applications,  Cisco  says. 

ACE,  meanwhile,  will  include  a  plug-in 
software  module  that  let  users  of  VMware 
virtualization  software  provision  and  more 
easily  monitor  VMs  from  a  single  VMware 
vCenter  management  console.  The  software 
plug-in  is  essentially  an  API  that  integrates 
Cisco’s  Application  Networking  Manager 
suite  for  ACE  with  the  vCenter  console, 
allowing  users  to  balance  workloads  across 
VMs  from  a  single  dashboard. 

WAAS  is  available  now  while  ACE  will  be 
in  March. 

Separately,  Cisco  says  it  will  ship  Fibre- 
Channel-over-Ethernet  modules  on  the 
Nexus  7000  and  MDS  storage-area  network 
switches  in  the  second  half  of  the  year.  These 
will  extend  Cisco’s  Unified  Fabric  strategy  to 
the  data  center  core  and  storage  connectiv¬ 
ity  areas.  Currently,  FCoE  is  shipping  on  the 
Nexus  5000  server  access  switch.  ■ 
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Download  FREE  White  Paper  #10: 
"Preventing  Data  Corruption  in  the 
Event  of  an  Extended  Power  Outage" 
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APC  revolutionizes  the  UPS... 
again. 
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Only  APC  guarantees 
the  reliability  you  need 
to  protect  your  critical 
data  and  equipment. 
Look  for  APC  on  the 
outside  to  ensure 
Legendary  Reliability 
on  the  inside. 
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APC 


Smart-UPS' 

750 


Cutting-edge  UPS  technology  from 
the  inventors  of  Legendary  Reliability. 

What  do  you  get  when  you  combine  25  years  of  Legendary  Reliability  with 
the  latest  in  UPS  technology?  Introducing  the  new  APC  Smart-UPS  range 
of  interactive,  intuitive,  and  energy-saving  UPSs,  designed  to  protect  critical 
server  and  network  equipment  from  power  threats  and  downtime. 

New  APC  Smart-UPS:  Smarter.  Easier.  Greener. 

Thanks  to  millions  of  dollars  in  research,  APC  can  proudly  claim  that  only  the 
new  Smart-UPS  features  the  unique  battery  life  expectancy  predictor,  telling 
you  the  exact  month  and  year  for  battery  replacement.  Precision  temperature- 
compensated  charging  extends  battery  life;  unique  power  meter  function 
monitors  energy  usage;  and  a  patent-pending  “green”  mode  boosts  online 
efficiencies  up  to  99  percent,  saving  on  utility  costs.  Plus,  the  interactive  LCD 
provides  detailed  status,  configuration,  and  diagnostic  information  previously 
available  only  via  software. 

When  dollars  count  and  performance  is  critical,  insist  on  the  more  intelligent, 
more  intuitive  APC  Smart-UPS.  Now  more  than  ever,  the  name  on  the  outside 
guarantees  reliability  on  the  inside:  APC  Smart-UPS. 


Intuitive  alpha-numeric  display: 

Get  detailed  UPS  and  power  quality 
information  at  a  glance  -  including 
status,  about,  and  diagnostic  log 
menus  in  your  choice  of  up  to  five 
languages. 


Configurable  interface: 

Set  up  and  control  key  UPS 
parameters  and  functions  using 
the  intuitive  navigation  keys.  On 
rack/tower  convertible  models, 
the  display  rotates  90  degrees 
for  easy  viewing. 


Energy  savings: 

A  patent-pending  "green"  mode 
achieves  online  efficiencies 
approaching  99  percent,  reducing 
heat  loss  and  utility  costs. 
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IE  browser,  iPhones  exposed  at  Black  Hat 


BYELLENMESSMER 

ARLINGTON,  VA.  -  You  would  think  not 
much  of  anything  attached  to  networks  is  safe 
after  coming  away  from  last  week’s  Black  Hat 
DC  conference,  where  security  researchers 
described  flaws  in  everything  from  Microsoft’s 
Internet  Explorer  to  public  Wi-Fi  networks. 

In  one  live  demonstration,  Core  Security 
Technologies’  Jorge  Luis  Alvarez  Medina 
showed  how  it’s  possible  to  exploit  a  flaw  in  the 
I E  browser  to  remotely  read  files  on  the  victim’s 
local  drive,  prompting  a  security  advisory  from 
Microsoft.  The  flaw,  said  to  extend  across  all 
versions  of  IE,  is  not  subject  to  a  patching  fix, 
he  said.  Indeed,  Microsoft  advised  anyone 
concerned  about  the  potential  for  this  type  of 
attack  to  run  IE  in  “protected  mode,”  a  work¬ 
around  that  Medina  also  advised. 

There  are  a  few  ways  to  instigate  the  attack, 
which  is  somewhat  complex  because  you  have 
to  “string  all  of  these  features  together  to  build 
an  attack  tool,”  Medina  said.  One  method 
involves  enticing  the  victim  to  click  a  link  to 
a  malicious  Web  site.  One  weakness  in  IE  is 
that  it  “doesn’t  behave  consistently . . .  when 
accessing  the  same  resources,”  he  pointed  out. 
The  exploit  basically  involves  “chaining  the 
exploitation  of  a  series  of  weak  features.”  He 
said  the  dialog  with  Microsoft’s  security  team 
about  the  exploit  has  indicated  that  Microsoft 


thinks  this  is  not  something  it  can  fix  because 
the  flaw  is  so  much  a  part  of  the  fundamental 
design  of  the  browser. 

Separately,  another  researcher  told  attend¬ 
ees  that  Apple’s  claims  about  iPhone  privacy 
and  security  are  exaggerated.  Semte’s  Nicolas 
Seriot  said  Apple’s  sandboxing 
technology  restricts  iPhone 
applications  to  operating  sys¬ 
tem  resources  with  a  list  of  deny/ 
allow  rules  at  the  kernel  level, 
but  these  and  other  permis¬ 
sions  are  “way  too  loose  [and] 

Apple  should  not  claim  that  an 
application  cannot  access  data  from  another 
application.”  Seriot  is  examining  these  kinds 
of  issues  for  some  Swiss  financial  institutions 
that  want  to  know  about  iPhone  security  and 
privacy.  About  8%  of  iPhones  are  believed  to 
be  “jailbroken,”  meaning  the  user  has  effec¬ 
tively  disabled  controls  in  order  to  run  what¬ 
ever  software  he  wants,  and  malware  aimed  at 
them  is  starting  to  grow. 

Another  researcher  warned  attendees  about 
public  Wi-Fi  networks,  such  as  those  in  coffee 
shops  and  airports,  which  he  said  present  a 
bigger  security  threat  than  ever  to  computer 
users  because  attackers  can  intercede  over 
wireless  to  “poison”  users’  browser  caches  in 
order  to  present  fake  Web  pages  or  even  steal 
data  at  a  later  time.  Mike  Kershaw,  a  security 


researcher  and  developer  of  the  Kismet  wire¬ 
less  network  detector  and  intrusion-detection 
system,  said  it’s  simple  for  an  attacker  over  an 
802.11  wireless  network  to  take  control  of  a 
Web  browser  cache  by  hijacking  a  common 
JavaScript  file,  for  example. 

“Once  you’ve  left  Starbucks, 
you’re  owned.  I  own  your 
cache-control  header,”  he  said. 
“You’re  still  loading  the  cache 
JavaScript  when  you  go  back 
to  work. 

“Open  networks  have  no  cli¬ 
ent  protection,”  said  Kershaw, 
who  also  uses  the  handle  Dragorn.  “Nothing 
stops  us  from  spoofing  the  [wireless  access 
point]  and  talking  directly  to  the  client,”  the 
user’s  Wi-Fi-enabled  device. 

Knowledge  gained  from  researchers  over 
the  past  year,  he  said,  is  showing  that  browser- 
cache  poisoning  over  Wi-Fi  can  be  kept  in  a 
persistent  state  unless  the  user  knows  how  to 
effectively  empty  the  cache. 

“Once  the  cache  is  poisoned,  it’s  going  to 
stay  there,”  Kershaw  said.  This  means  that  an 
attacker  can  intercede  to  “poison  the  URL”  of 
the  victim  so  that  he  will  see  a  fake  Web  page 
when  they  try  to  visit  a  specific  Web  site  or  try 
to  insert  a  “shim”  that  could  “ship  your  inter¬ 
nal  pages  off  to  a  remote  server  once  you’re  in 
a  VPN.”  M 
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Cloud  security:  Root  of  trust 


I’VE  BEEN  thinking  a  lot  about  public 
cloud  security  lately.  Not  simply  mulling 
the  theoretical  question  of  “is  cloud  more 
or  less  secure  than  my  own  infrastructure”, 
but  looking  at  practical  approaches  to  cloud  security.  At  Nemertes 
Research  we  use  cloud  computing  extensively.  For  several  years  we 
used  the  cloud  for  test  and  development  and  in  mid-2009  we  moved 
production  servers  into  the  cloud. 

The  risks  in  cloud  computing  can  be  quite  different  from  on-prem- 
ises  computing.  We  have  to  secure  our  systems  against  at  least  three 
different  angles  of  attack:  those  from  the  Internet;  those  from  other 
“tenants”;  and  those  from  the  cloud  computing  provider’s  staff. 

The  last  point  specifically  can  be  the  most  challenging.  No  matter 
how  well  the  provider  has  trained  and  vetted  their  staff,  there  is  always 
the  risk  of  an  insider  attack. 

All  of  this  brings  us  to  the  issue  of  trust.  In  security,  trust  is  an  intran¬ 
sitive  relation  with  a  specific  hierarchy.  What  that  means  is  that  trust 
flows  down  a  chain  until  it  reaches  the  root  of  trust . 

In  the  cloud,  I  can  set  up  layers  upon  layers  of  security,  but  the  root 
cannot  be  within  the  cloud  itself.  A  simple  example  is  SSL  security.  If 


I  want  to  protect  the  data  transported  between  the  cloud  and  users,  I 
could  install  an  SSL  certificate  on  the  cloud  server.  But  if  the  SSL  cer¬ 
tificate  is  on  the  server’s  file  system,  what  would  stop  someone  from 
stealing  it?  So  now  I  have  to  encrypt  the  SSL  certificate’s  private  key. 
Where  do  I  store  the  private  key’s  passphrase?  If  I  store  it  on  the  server 
I’m  back  at  square  one. 

In  fact,  every  cloud  security  problem  can  be  peeled  like  an  onion  in 
this  fashion.  To  secure  X,  I  use  Y;  to  secure  Y,  I  use  Z  and  so  on.  The 
problem  is  that  no  matter  how  deep  I  layer  the  onion,  the  root  of  the 
trust  will  still  be  on  an  untrusted  system.  The  only  way  to  solve  this 
problem  is  by  rooting  the  trust  outside  the  cloud,  introducing  some 
kind  of  bootstrapping  process  where  an  external  agent  has  to  reach  in 
and  provide  the  root  of  trust. 

You  will  find  that  as  more  layers  are  piled  on  to  obfuscate  the  prob¬ 
lem,  it  is  more  likely  that  the  root  of  trust  is  dangling  in  the  cloud, 
unsecured.  ■ 

Antonopoulos  is  a  senior  vice  president  and  founding  partner  at 
Nemertes  Research,  an  independent  technology  research  firm. 

He  can  be  reached  at  andreas@nemertes.com. 
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Juniper  execs  share  network  vision 


Jumper  Networks  has  always  been  about  high  performance 
and,  since  it  straddles  the  carrier  and  enterprise  markets,  has  an 
interesting  perspective  on  where  these  worlds  intersect.  Network 
World  Editor  in  Chief  John  Dix  caught  up  with  Kim  Perdikou,  execu¬ 
tive  vice  president  and  general  manager  of  the  Infrastructure  Prod¬ 
ucts  Group,  and  David  Yen,  executive  vice  president  and  general 
manager  of  the  Fabric  and  Switching  Technologies  Business  Group, 
to  discuss  converging  needs,  tech  trends  and  the  company’s  Stratus  project, 
a  single-layer  network  architecture. 


What  kind  of  overlap  do 
you  see  with  carrier  and 
enterprise  networks  today? 

Perdikou:  There’s  a  lot  of  discussion  around 
cloud  computing,  with  service  providers 
preparing  to  be  cloud-ready  and  enterprises 
[trying  to  figure  out]  what  they  can  leverage 
from  a  service  point  of  view.  In  addition, 
because  of  the  cost  and  the  complexity  of 
running  enterprise  wide-area  networks, 
many  companies  are  starting  to  outsource 
that  to  service  providers.  But  for  service 
providers,  the  network  costs  are  rising  faster 
than  the  revenue  they  make  on  them. 

Why  is  that? 

Perdikou:  Much  of  the  service  providers’ 
business  model  for  bandwidth  is  all  you  can 
eat  for  a  certain  price.  And  that  is  in  danger 
of  breaking.  We  believe  it  will  break  over 
the  next  three  to  four  years.  How  do  they 
transform  their  business  model  in  order  to 
charge  for  the  right  services  at  the  right  time 
that  people  are  willing  to  pay  for  it?  Let  me 
give  you  an  example.  I  want  to  pay  a  certain 
amount  for  bandwidth  to  my  home,  but  if 
I’m  in  the  airport  about  to  get  on  a  plane,  if  I 
could  press  a  magic  button  and  have  all  my 
e-mail  downloaded  in  a  minute,  I  would  be 
willing  to  pay  $5  or  $10  for  that.  So  how  do 
you  build  a  network  that  you  can  start  to 
charge  where  it’s  relevant,  that  people  are 
willing  to  pay  for? 

Migrate  everything  to  IP? 

Perdikou:  The  vision  of  one  IP  infrastruc¬ 
ture  for  all  traffic  has  been  accepted  as  how 
we  get  there.  The  problem  is  legacy  services 
or  at  least  legacy  access.  It’s  all  about  reduc¬ 
ing  the  time  from  concept  of  a  service  to  mar¬ 
keting  it  and  making  money  out  of  it.  And  to 
do  that,  they  really  need  to  redo  the  network 
to  make  it  simpler,  to  make  it  cheaper  to  run. 


Kim  Perdikou  and  David  Yen 


But  there  is  agreement  that  IP  on 
Ethernet  is  the  Nirvana  vision? 

Perdikou:  IP  Ethernet  is  the  long-term 
answer,  but  it’s  not  the  only  technology.  In 
some  cases  they’ll  just  use  optical  transport 
and  put  routing  or  switching  around  it. 

The  announcement  you  made 
recently  about  the  MX  3D  was  about 
scaling  Ethernet  for  carriers,  right? 

Perdikou:  Yes,  and  it’s  interesting  because 
when  the  market  for  carrier  Ethernet  started 
to  open  up,  people  that  had  switching  for 
LAN  environments  said,  “Oh,  we  can  use 
these  existing  products  there.”  One,  we 
didn’t  have  switching  at  that  time,  but  two, 
we  didn’t  believe  that  anyway.  Ethernet  is 
the  transport  but  you  have  to  build  in  flex¬ 
ibility  and  programmability,  and  that’s  what 
we  did  with  the  MX  3D.  We  believe  it’s  the 
first  universal  edge  in  the  industry  that  truly 
meets  what  the  universal  edge  was  envi¬ 
sioned  to  be.  If  you’re  going  to  deliver  a  lot  of 
video  traffic,  you  will  have  fewer  subscribers 
with  a  lot  more  bandwidth  each. 

What  is  your  take  on  the  need  to 
delayer  enterprise  networks? 

Yen:  We  believe  pretty  much  all  data  centers 
—  except  a  handful  of  large  core  operators 
such  as  Amazon  and  Google  —  can  be  sup¬ 
ported  using  a  two-tier  structure  rather  than 
resorting  to  three  tiers.  When  you  reduce  a 
tier,  by  definition  you  save  in  cost,  you  save 


in  power  and  you  have  better  latency  that 
translates  to  better  performance.  So  this  is 
why  we’re  winning  a  number  of  data  center 
deals  —  including  the  New  York  Stock 
Exchange  —  with  our  two-tier  approach, 
the  fixed  configuration  EX  3200  and  EX 
4200  in  the  front,  and  the  modular  EX  8200 
switches  in  the  back.  And  very  frequently, 
MX  will  become  part  of  the  equation  when 
the  customer  looks  at  edge  routing. 

So  you  squeeze  out  the 
aggregation  layer. 

Perdikou:  If  you  have  sufficient  port  counts 
at  the  core,  which  is  ultimately  the  fabric 
providing  the  switching  function,  you  can 
subsume  the  aggregation  requirement. 

Of  course,  in  order  to  achieve  that,  if  the 
total  number  of  ports  or  lines  after  the 
access  layer  is  still  huge,  you  need  a  bigger 
structure.  But  the  reason  we  can  always 
accomplish  this  in  two  tiers  is,  at  the  access 
layer  we  offer  software  technology  we  call 
virtual  chassis.  This  is  a  way  to  take  multiple 
access  switches  -  up  to  10  -  and  aggregate 
the  collection  as  if  they  were  one  logical 
switch.  That  simplifies  the  management  but, 
more  importantly,  once  they  aggregate  this 
way  you  reduce  the  number  of  uplinks  and 
[that]  reduces  the  pressure  to  have  a  more 
complicated  higher  level  structure. 

How  big  a  company  can  this 
architecture  support? 

Yen:  That  type  of  structure  can  cover  up  to 
4,000  or  5,000  servers,  pretty  much  all 
major  businesses. 

Perdikou:  If  you  think  about  the  ones  that 
it  doesn’t  fit  —  like  the  online  business,  what 
we  think  of  as  content  service  providers  — 
the  two-tier  approach  with  very  few  excep¬ 
tions  can  go  from  the  smallest  to  the  largest. 

And  what’s  this  we  hear  about 
a  single  layer  approach? 

Yen:  We  haven’t  told  the  world  too  much, 
but  last  year  we  disclosed  we  are  undertak¬ 
ing  a  project  called  Stratus.  You  can  think 
about  it  as  highly  scalable,  from  supporting 
several  hundred  lOGig  E  ports  to  tens  of 
thousands  of  lOGig  E  ports,  and  all  at  line 
rate,  so  it’s  not  a  heavily  oversubscribed  type 
of  implementation. 

It’s  one  architecture,  very  scalable,  any-to- 
any,  it’s  homogenous,  fair  [there  is  no  bias  of, 
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if  you  go  this  way  or  that  way  it’s  faster],  and 
most  importantly  it  is  lossless.  In  the  Inter¬ 
net  you’re  allowed  to  drop  a  packet  upon 
heavy  congestion.  But  in  the  data  center,  for 
communication  between  servers  or  between 
servers  and  storage,  it’s  totally  unacceptable. 

Stratus  is  also  a  converged  fabric,  which 
means  instead  of  the  current  practice  of 
using  Ethernet  for  IP  traffic.  Fibre  Channel 
for  storage  traffic  and  InfiniBand  as  a  low- 
latency  technology,  Stratus  will  support  a 
converged  Ethernet  fabric  that  will  support 
all  kinds  of  data  center  traffic.  And  on  top  of 
that,  Stratus  will  guarantee  very  low  latency 
and  be  competitive  to  InfiniBand. 

If  your  data  center  is  small,  you  have  50, 
200  servers,  then  the  intranet  is  nothing  but 
the  interconnect  among  servers  and  storage. 
The  total  cost  is  low,  power  consumption  is 
low,  latency  is  relatively  low.  You  don’t  really 
care.  But  then  as  your  scale  grows  so  does 
the  accumulated  latency.  And  it’s  only  going 
to  get  worse  with  multicore,  multithreaded 
microprocessors  that  can  significantly  boost 
the  total  throughput  a  server  can  drive.  And 
with  virtualization  you  want  to  run  four  or 
eight  or  16  virtual  machines  on  one  physical 
machine.  Suddenly  each  server  is  faithfully 
driving  its  gigabyte  Ethernet  lines  —  or 
lOGig  lines  —  near  the  line  rate  most  of  the 
time  and  the  cost  of  all  of  this  makes  the  net¬ 
work  a  first-class  citizen  in  the  data  center, 
just  as  much  a  concern  as  the  servers,  just  as 
much  a  concern  as  the  storage. 

How  will  it  be  productized?  Is  it 
an  answer  to  Cisco’s  Nexus? 

Perdikou:  It’s  a  natural  thing  to  try  to 
compare  it  because  Nexus  is  Cisco’s  latest, 
newest  push.  There  are  a  few  areas  we  are 
thinking  in  common.  For  example,  Nexus 
is  striving  toward  converged  Ethernet 
within  the  data  center,  and  in  that  we  are 
completely  aligned.  But  Cisco’s  approach 
is  very  incremental.  You  look  at  the  highly 
touted  Nexus  7000,  and  pretty  much  all  the 
sales  right  now  are  to  replace  aging  Catalyst 
6500s.  There  is  very  little  real  converged 
traffic  being  driven  on  the  Nexus  line, 
even  though  it  has  been  in  the  market  for  a 
couple  of  years.  And  you  look  at  the  product 
implementation,  it’s  a  very  incremental 
evolution  from  today’s  switch.  It’s  nowhere 
near  the  fundamental  architecture  change 
as  in  Stratus. 

Yen:  What  Stratus  presents  to  the  cus¬ 
tomer  is  intended  to  be  a  very  simple  image: 
a  very  scalable  single  data  center  fabric.  If 
you  look  at  it  from  the  resources  perspec¬ 
tive  —  the  ability  to  invest  and  create  such 
a  product  —  they  are  resourceful  enough. 
But  from  the  business  perspective,  there’s  a 
significant  difference  between  us. 


Cisco  is  already  very  dominant  as  a  data 
center  intranetworking  provider,  while  Juni¬ 
per  has  very  little  share.  So  where  is  Cisco’s 
motivation  to  say,  ‘Let’s  introduce  a  funda¬ 
mentally  new  architecture  to  revamp  the 
whole  thing.’  Moving  the  money  from  your 
left  pocket  into  your  right  pocket  is  not  going 
to  make  you  any  richer.  So,  the  business 
incentive  for  Cisco  to  significantly  invest  in  a 
very  fast  pace  of  evolution  is  not  there. 

What  is  the  timeframe  for  Stratus? 

Yen:  It  will  take  a  couple  of  years.  But 
whenever  certain  pieces  of  Stratus  technol¬ 
ogy  become  available  we  will  offer  it  on  top 
of  today’s  product. 


Getting  into  servers 
is  not  just  putting  the 
hardware  together. 
[Cisco]  is  hurting 
their  partnerships 
with  those  system 
companies. 


Is  Stratus  similar  to  what 
Arista  is  doing? 

Yen:  Certainly  they  have  gotten  a  lot  of  pub¬ 
licity  and  they  have  done  a  respectable  job 
considering  their  size.  But  if  you  read  some 
of  their  speeches  they  say  they’re  pretty 
much  providing  the  access  layer.  And  when 
asked  how  about  the  core,  they  actually  say 
the  customer  will  have  to  go  through  Cisco 
or  Juniper  to  complete  a  whole  configura¬ 
tion.  They  know  their  limitations. 

What  do  you  make  of  Cisco’s 
Unified  Computing  System? 

Yen:  Having  come  from  the  server  world, 
UCS  is  just  the  next  generation  of  blade 
servers.  The  vendors  that  reacted  to  the 
move  were  the  server  companies,  IBM,  HP, 
Dell.  Cisco  literally  invaded  their  market. 
But  instead  of  joining  the  very  low  margin 
X86  vendors  and  building  conventional 
X86  servers,  they  carved  out  a  portion  of  the 
network  interface,  a  portion  of  the  storage 
interface,  and  then  adopted  the  latest  Intel 
multicore,  multithread  microprocessor 
and,  with  their  relationship  with  Intel,  came 
up  with  an  innovative  approach  to  provide 


more  memory  on  their  blade,  which  is 
conducive  to  the  number  of  virtual  machines 
they  can  support.  Then  they  laid  in  the 
VMware  virtualization  software  and  the 
BMC  management  software. 

It’s  a  local  scale  system  integration 
job.  But  by  doing  that  integration,  obvi¬ 
ously,  they  eliminated  some  unnecessary 
hardware/software  which  reduces  the  total 
cost  of  such  an  aggregation.  And  with  the 
reduction  of  that  cost,  they  could  give  the 
customer  half  of  the  savings  as  an  incen¬ 
tive  and  keep  half  of  the  saving  to  raise  the 
margin.  So,  it’s  an  interesting  move  on  their 
part.  Unfortunately,  they  enter  territory 
they  don’t  really  know  that  much  about. 
Getting  into  servers  is  not  just  putting  the 
hardware  together,  but  most  seriously,  they 
are  hurting  their  partnerships  with  those 
system  companies. 

They  claim  their  architecture  will 
make  it  easier  to  marry  network  poli¬ 
cies  to  mobile  virtual  machines. 

Yen:  That’s  marketing  speech  for  a  propri¬ 
etary  implementation.  Today,  every  time 
Intel  comes  up  with  a  new  microprocessor, 
within  a  couple  of  weeks  any  customer  can 
pick  up  the  phone  and  get  no  less  than  six 
vendors  to  come  in  and  bid,  all  with  that 
latest  microprocessor.  Now,  look  at  UCS. 

The  next  time  Intel  comes  up  with  a  new 
microprocessor  the  customer  who  adopted 
UCS  has  to  sit  there  waiting  for  Cisco  to 
come  around  to  upgrade  their  system?  And 
when  it  comes  to  virtualization,  there  are 
multiple  proposals  right  now  in  standards 
bodies  trying  to  standardize  the  virtual 
machine-to-networking  interface,  including 
what  kind  of  a  state  it  has  to  carry  when  it 
migrates  from  one  place  to  the  other,  in  what 
format  that  state  be  carried,  etc.  It’s  a  matter 
of  standardization. 

So,  whereas  Cisco  is  bold  enough,  arro¬ 
gant  enough  to  say,  let’s  carve  out  this  area 
and  provide  t  he  whole  thing  to  the  customer, 
partner  or  no  partners,  Juniper  focuses  on 
the  networking  domain,  working  with  all 
the  traditional  data  center  citizens  —  the 
server,  storage  and  appliances  vendors  — 
and  even  all  the  on  ramp/off  ramp  vendors 
—  the  NIC  card  vendors,  the  HBA  vendors. 
We  don’t  invade  their  area.  That  kind  of 
crossing  is  hurting  the  fungibility  of  this 
whole  ecosystem,  and  it’s  not  really  good  for 
the  customers.  ■ 

More  online 

John  Dix’s  entire  interview  with  Juni¬ 
per’s  Kim  Perdicou  and  David  Yen  can 

be  read  online  at  tinyurl.com/yc5nosc 
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Tipping  the  Scales 
in  Email  Security 


Peter  is  responsible  for 
customer  support  for  the 
Cisco  IronPort  product  lines 
and  efficacy  operations  for 
the  business  unit's  secu¬ 
rity  blades  for  anti-spam, 
URL  filtering  and  Virus  Outbreak  filters.  He  is  also  the 
executive  sponsor  for  the  security  cloud  offerings. 


Peter  Weideling 

DIRECTOR  OF  CUSTOMER 
OPERATIONS,  CISCO  SECURITY 


IT  leaders  embrace  hosted  delivery  models  to  drive 
predictability  into  budgeting  and  management. 


What  does  the  future  hold  for 
email  security? 

When  we  launched  our  hosted  program, 
we  thought  we’d  see  the  biggest  uptake 
among  small  to  medium  businesses  and 
mid-level  enterprises,  but  we’ve  found 
that  it’s  the  large-scale  enterprises  that 
are  first  to  purchase  this  service.  One 
customer  in  particular  has  more  than 
100,000  subscribers  and  600  domains. 

So  the  fact  that  these  large  enterprises 
are  actively  pursuing  cloud  delivery  for 
email  security  suggests  this  is  a  valuable 
model.  Customers  have  confidence  in  our 
ability  to  deliver  a  highly  reliable  service 
that  rivals  their  internally  sourced  email 
security  solutions.  We  believe  this  trend 
will  continue. 

What  business  issues  does  the  cloud 
delivery  model  address? 

One  of  the  biggest  challenges  is  sizing  for 
growth.  Over  the  past  five  years,  spam  vol¬ 
umes  have  continued  to  increase,  to  the 
likes  of  200  billion  messages  per  day.  It’s 
been  difficult  for  customers  to  size  their 
email  environment  to  deal  with  that  mali¬ 
cious  traffic— and  that  makes  it  hard  for 
them  to  manage  capacity  and  to  budget  for 
hardware.  Cloud  delivery  takes  those  is¬ 
sues  off  their  plates.  And  since  IT  is  being 
asked  to  do  more  with  fewer  personnel, 
outsourcing  services  like  email  security 
frees  up  valuable  internal  resources. 

What  are  the  benefits  of  the 
hosted  model? 

Security  in  the  cloud  enables  businesses 
to  get  a  clean  email  feed,  which  is  far  more 
predictable  and  thus  easier  to  manage. 


The  hosted  model  allows  customers  to 
reduce  their  data  center  footprint  leaving 
their  email  security  to  trusted  Cisco  secu¬ 
rity  experts.  We  provide  an  infrastructure 
in  multiple,  resident  Cisco®  data  centers 
to  enable  the  highest  levels  of  availabil¬ 
ity  and  protection.  A  key  component  is 
what  we  call  co-management.  Customers 
always  have  visibility  and  access  to  their 
email  infrastructure.  For  example,  many 
vendors  provide  a  ticketing  system  to  re¬ 
quest  changes  or  to  search  for  lost  emails. 
With  the  Cisco  solution,  customers  always 
have  access  to  their  email  infrastructure  to 
make  their  own  changes  or  to  locate  a  lost 
message  using  message  tracking  to  save 
time  and  maintain  control.  To  maximize 
data  protection,  Cisco  provides  a  dedicat¬ 
ed  infrastructure  for  physical  separation 
of  companies  information  from  others. 

What  differentiates  Cisco  ironPort's 
cloud-based  email  security  solution? 

We  allow  customers  to  purchase  email 
security  as  a  hosted  solution  or  a  mixed 
model.  This  is  helpful  if  they  aren’t  sure 
how  much  capability  they  want  to  move 
into  the  cloud  versus  how  much  to  keep 
on-premise.  For  example,  they  may  opt  to 
deploy  anti-spam  in  the  Cisco  cloud  and 
keep  encryption  and  data  loss  prevention 
on-premise.  Six  months  later  they  may 
decide  to  move  encryption  into  the  cloud. 
The  hybrid-hosted  model  offers  the 
flexibility  to  easily  manage  that  scenario. 
We  also  provide  a  single  management 
interface  for  policy  configuration  and 
consolidated  reporting.  Moreover,  Cisco 
provides  a  dedicated  infrastructure  ap¬ 
proach  that  maximizes  data  protection, 


unified  reporting  and  message  tracking, 
along  with  consistency  of  management 
and  operations  across  the  entire  Cisco 
IronPort  Email  Security  line. 

For  a  new  email  security  customer, 
would  you  recommend  hosted  or 
appliance-based  security? 

For  customers  that  don’t  already  have  a 
legacy  email  security  infrastructure  in 
place,  it  really  depends  on  the  business 
need.  With  our  hosted  form  factors, 
they’ll  get  a  predictable,  clean  email 
feed  that  can  be  easily  sized  based  on  the 
number  of  employees.  Second,  when 
they  sign  up  for  service,  they  can  have  a 
geo-diverse  solution  with  full  redundancy 
across  data  centers,  backup  and  recovery, 
and  centralized  management  within 
several  days  of  their  order.  If  they  decide 
to  purchase  on-premise  equipment,  they 
will  have  the  same  industry  leading  email 
security  solution,  just  in  a  different  form 
factor.  Regardless  of  the  form  factor,  Cisco 
provides  customers  with  industry-leading 
anti-spam  and  anti-virus  from  the  first  day 
of  service. 


FOR  MORE  INFORMATION 

Discover  how  to  achieve  superior  protection  and 
control  with  the  cost-effective  convenience  of  a 
hosted  email  solution  by  downloading  the  data 
sheet  "Cisco  IronPort  Hosted  Email  Security"  at 

www.networkworld.com/CiscoEVPl 
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Apple  iPad:  not  a  game  changer  yet 


TWO  YEARS  ago  I  wrote  about  what  I’d  like 
to  see  in  an  Apple  tablet.  Of  the  21  features 
I  listed,  the  Apple  iPad  seems  to  meet  or 
come  close  to  14  of  them.  Not  too  bad. 

But  now  that  I  see  the  iPad,  I’m  not  satisfied.  However,  I  do  think 
that  it  is  far  too  early  to  tell  if  the  iPad,  or  the  iPad  Pro  that  I  hope  will 
soon  be  announced,  is  an  actual  game  changer  like  the  iPod  and  iPhone 
have  been.  Right  now  the  iPad  looks  like  a  stretch  iPod  Touch  with  a 
business  model. 

I’m  not  someone  who  buys  everything  that  Apple  makes.  I  have 
managed  to  skip  a  few  products,  and  the  iPad  will  be  one  of  those.  That 
said,  I  do  think  the  iPad,  or  maybe  its  business  model,  is  important  in 
the  evolution  of  how  people  deal  with  the  Internet. 

A  quick  survey  of  the  post-announcement  iPad  reviews  produces 
the  same  sort  of  generally  negative  pundit  environment  that  many 
Apple  products  get. 

Observers  criticized  the  first  iPod  (too  expensive,  no  replaceable 
battery),  the  first  iPhone  (no  keyboard,  only  AT&T)  and  the  Macbook 
Air  (no  connections).  The  litany  continues  with  the  iPad:  too  expensive 
(even  though  it  will  cost  half  of  what  many  pundits  thought  it  would); 
no  camera  for  video  chat  (even  though  a  camera  on  a  lap-held  com¬ 
puter  would  be  anything  but  steady);  using  AT&T  (even  though  the 
iPad  is  not  locked  and  can  be  supported  by  any  other  hardware-com¬ 
patible  carriers,  such  as  T-Mobile  in  the  United  States);  no  iPhone  (even 
though  Apple  and  AT&T  are  now  permitting  VoIP  calls  over  3G  as  well 
as  Wi-Fi);  no  GPS  (even  though  the  Apple  location  determination  via 
Wi-Fi  access  point  ID  is  good  enough  for  many  location-based  applica¬ 
tions);  no  USB  or  Ethernet  (even  though  you  can  get  USB  through  the 


docking  connector);  no  multitasking  (even  though  that  is  part  of  what 
produces  a  10-hour  battery  life);  and  the  iPad  is  not  open  and  has  to  use 
the  Apple  App  Store  (with  only  140,000  applications). 

None  of  these  seems  to  be  all  that  big  a  deal  if  people  use  the  iPad  for 
what  it  seems  to  be  designed  for  —  a  general  purpose  device  that  can 
do  a  very  good  job  with  the  presentation  of  media  and  of  the  Internet, 
with  a  second-to-none  user  interface  —  and  maybe  a  little  game  play¬ 
ing,  document  viewing  and  editing  thrown  in. 

In  retrospect,  the  most  important  part  of  the  iPod  is  the  iTunes  busi¬ 
ness  model.  A  model  that  forced  the  music  companies  to  offer  music  in 
a  way  that  their  customers  wanted  —  with  digital  rights  management 
but  with  the  DRM  designed  not  to  be  visible  to  most  users. 

The  most  important  part  of  the  iPad  may  be  the  business  model 
around  newspapers  and  books.  But  Apple  is  not  forcing  publishers 
into  doing  things  that  the  customer  wants.  The  publishers  can  set  their 
own  prices,  and  you  can  be  sure  they  will  set  prices  and  restrictions 
that  will  cause  most  potential  customers  to  ignore  the  offerings.  They 
will  shoot  themselves  in  the  foot  but  may,  in  the  long  run,  learn. 

The  iPad  has  a  lot  of  potential  as  is.  It  may  take  a  while  —  bringing 
clue  to  copyright  holders  is  a  very  slow  process  —  yet  Apple  will  sell  a 
lot  of  these  devices.  As  for  me,  I’m  waiting  for  the  iPad  Pro  that  will  run 
Snow  Leopard  —  and  thus  be  a  real  computer. 

Disclaimer:  I  have  not  talked  to  anyone  at  Harvard  about  the  iPad  so 
have  no  idea  if  anyone  at  the  university  is  paying  attention  to  it.  So  the 
above  review  and  desire  is  mine.  S 

Bradner  is  Harvard  University's  technology  security  officer.  He  can  be 
reached  at  sob@sobco.com. 
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Wireless  broadband:  There’s  a  gap  for  that 


IN  2007,  Nemertes  Research  predicted  a 
“broadband  access”  gap  that  would  begin 
affecting  Internet  connectivity  by  2012. 

Specifically,  we  noted  that  although  core  routing,  switching  and 
transmission  capacity  in  the  Internet  were  growing  exponentially, 
access  capacity  (including  both  wired  and  wireless)  was  growing 
merely  linearly  —  meaning  that  the  edges  weren’t  keeping  up  with  the 
core.  More  importantly,  Internet  traffic  was  also  growing  exponentially 
—  meaning  that  bottlenecks  would  soon  begin  to  occur  at  the  edges. 

Turns  out  our  predictions  were  spot-on  —  just  a  little  too 
conservative. 

Fast-forward  to  2010,  and  AT&T’s  recent  announcement  that  it’s 
plowing  $2  billion  into  network  capacity,  primarily  to  handle  wireless 
applications  running  on  iPhones  and  the  newly  released  iPad.  In  the 
meantime,  Verizon  has  reportedly  sped  up  its  planned  rollout  of  Long 
Term  Evolution  (LTE)  to  try  and  stay  abreast  of  capacity  issues. 

And  things  are  going  to  get  a  whole  lot  worse  before  they  get  bet¬ 
ter.  Several  trends  are  converging  that  will  bring  the  wireless  Internet 
capacity  gap  to  the  attention  of  network  managers.  These  include: 

Device  convergence.  The  distinction  between  a  wireless  PC  and  a 
smartphone  continues  to  blur,  with  devices  increasingly  serving  both 
as  computers  and  communicators.  This  shifts  traffic  that  might  have 
previously  traversed  a  wireline  network  onto  the  wireless  network. 

Cloud  computing.  Increasingly,  companies  are  looking  at  putting 
some  or  all  of  their  computing  resources  in  the  cloud,  increasing  Inter¬ 
net  traffic  substantially.  Combine  this  trend  with  device  convergence 


(above)  and  the  stage  is  set  for  an  increase  of  cloud-based  applications 
across  wireless  networks. 

Desktop  virtualization.  Although  I’m  not  predicting  as  sharp  an 
increase  in  desktop  virtualization  as  server  virtualization  (for  one 
thing,  the  cost  savings  aren’t  nearly  as  clear),  companies  are  increas¬ 
ingly  looking  into  desktop  virtualization  as  a  way  to  maintain  control 
over  corporate  data.  And  device  convergence  means  desktop  virtual¬ 
ization  is  increasingly  driving  traffic  across  wireless  networks. 

Videoconferencing.  Last  year,  we  predicted  (and  saw)  a  dramatic 
uptick  in  the  use  of  videoconferencing,  both  high-end  telepresence 
suites  and  low-end  desktop  video.  As  companies  adjust  to  a  virtual 
workforce  this  trend  will  continue  —  with  users  seeking  to  videocon¬ 
ference  from  wireless  devices. 

Virtual  workers.  Applications  such  as  social  networking,  unified 
communications  and  other  collaborative  technologies  can  unify  far- 
flung  workforces.  As  these  folks  increasingly  move  to  wireless  devices, 
these  applications  will  increase  demand  on  wireless  networks. 

The  bottom  line?  These  scenarios  and  applications  will  increase 
demand  for  Internet  capacity  —  and  wireless  Internet  capacity  in  par¬ 
ticular.  That  means  network  managers  will  need  to  pay  close  attention 
to  the  current  and  future  data  capacity  of  wireless  service  providers. 
It  will  be  a  key  differentiator  in  years  to  come.  ■ 

Johnson  is  president  and  senior  founding  partner  at  Nemertes 
Research,  an  independent  technology  research  firm.  She  can  be 
reached  at  johna@nemertes.com. 
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Their  computer. 
Your  brain. 

GoToAssist®  Express™  lets  you  view  and  control 
your  customer’s  computer  online,  so  you  can  use 
your  expertise  to  instantly  fix  the  problem.  You'll 
solve  technical  issues  faster  while  reducing  travel 
costs  and  increasing  customer  satisfaction. 
Support  Smarter™  with  GoToAssist  Express. 

FREE  30-Day  Trial 

gotoassist.com/network 
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TOOLS 


IT  asked 
and  answered 

Ron  Nutter  and  Steve  Blass 

tackle  your  tough  tech  questions 

at  tinyurl.com/yg2o434 


What  your  browser 
says  about  you 

nline  privacy  is  a  hot  topic  and  the 
accuracy  and  detail  with  which  you 
can  be  tracked  as  you  bounce  from  Web 
site  to  Web  site  should  be  an  issue  of 
great  concern  to  both  consumers  and 
corporate  IT.  Many  people  say  they 
don’t  really  care  about  being  tracked, 
arguing  that  they  have  nothing  to  hide  about  where 
they  browse  and  with  whom  they  communicate,  so 
nothing  needs  to  be  kept  private. 


Mark  Gibbs’  Gearhead 


But  here’s  the  problem:  The  tracking  that 
can  now  be  done  by  paying  attention  to  details 
of  your  Web  browser  is  akin  to  the  staff  of  a 
department  store  following  you  around  and 
noting  every  mole  and  wrinkle  on  your  body, 
what  you’re  wearing  and  everything  you  pay 
attention  to.  Then  they  attach  flags  to  you  so 
they  can  identify  you  on  subsequent  visits  to 
their  stores  or  any  of  their  affiliates.  I  think 
everyone  would  care  about  that. 

Because  mostly  we  aren’t  aware  of  this  cata¬ 
loging  of  our  browsing,  we  hardly  think  about 
it.  Perhaps  we  tend  to  operate  under  the  old 
adage,  “what  you  don’t  know  won’t  hurt  you” 
or  “ignorance  is  bliss.” 

As  corporations  become  ever  more  skilled 
at  following  our  digital  tracks  they  acquire 
knowledge  that  enables  them  to  maximize 
their  messaging  and  selling  abilities  by  cus¬ 
tomizing  how  they  present  themselves  to  us. 
The  result?  It  becomes  easier  to  sell  goods,  ser¬ 
vices  and  information  to  consumers. 

And  from  the  viewpoint  of  a  corporation 
dealing  with  other  corporations  online,  how 
much  do  you  want  your  competitors,  suppli¬ 
ers  and  customers  to  have  deep  insight  into 
what  your  staff  is  paying  attention  to  online? 

If  you  want  to  learn  just  how  identifiable 
you  are  through  your  browser  configuration, 
go  to  the  Electronic  Frontier  Foundation’s 
Panopticlick.  Click  on  the  big  red  “Test  me” 


button  and  prepare  to  be  amazed. 

I  was  surprised  to  learn  that  my  browser 
fingerprint  “appears  to  be  unique  among  the 
496,910  tested  so  far.”  Perhaps  the  fingerprints 
of  all  browser  instances  are  unique  because 
the  system  simply  hasn’t  tested  enough  to 
find  duplicates.  And  it  turns  out  that  it  doesn’t 
require  many  data  points  to  uniquely  identify 
something. 

The  whole  concept  of  browser  fingerprint  is 
explained  in  an  article  on  the  EFF  site  titled  “A 
Primer  on  Information  Theory  and  Privacy”. 
This  article  applies  the  idea  of ‘entropy’  to  data 
and  tells  us  that  “as  of 2007,  identifying  some¬ 
one  from  the  entire  population  of  the  planet 
required ...  32.6  bits  of  information.”  32.6  bits 
—  that’s  amazingly  small! 

So,  take  what  you  know  about  my  browser’s 
profile  and  add  other  information  such  as  my 
age  or  my  ZIP  code  that  I,  like  you  and  you  and 
you,  give  away  without  a  second  thought,  and 
we  can  be  identified,  tracked  and  eventually 
completely  known  for  any  and  all  purposes 
whether  we  like  it  or  not. 

Check  out  the  Panopticlick,  let  me  know 
how  identifiable  you  are  and  what  you  plan  to 
do  about  it.  ■ 

Gibbs  might  be  in  Ventura,  Calif.,  than 
again,  he  might  not.  You  don’t  need  to  know. 
Equally  he  might  be  at  gearhead@gibbs.com. 


55  I’d  like  to  find  out  if  anyone 
=5  is  using  Distributed  File 
System  (DFS)  targets  and 
E  having  issues  with  the  targets 
E  flipping  over  to  a  secondary 
target  when  the  primary  is  not 
«5  immediately  available.  Do  you 
5*  know  how  to  force  the  DFS 
targets  to  revert  back  to  their 
primary  or  preferred  target? 

E  We  have  exhausted  Google 
E:  searches  and  are  looking  for 

E  help.  We  mostly  see  the  issue 
55  in  our  Citrix  environment  but 
55  it  is  now  showing  up  more 
=  frequently  with  our  primary 
~  logins  where  some  people 
zz  are  getting  DFS  targets  that 
55  point  to  sites  over  our  WAN, 

E  not  on  their  LAN  side.  -  Anon 

€)  I  do  not  have  all  the  answers 
for  you  but  this  Microsoft  Library 
™  article  (http://tinyurl.com/ 

E  yaz85yn)  outlines  the  configura- 

=  tion  settings  available  for  DFS 

referrals.  If  you  do  not  want  clients 
flipping  to  secondary  targets 
across  the  WAN  when  the  primary 
E  is  not  available  you  can  set  the 
E  DFS  referral  ordering  method  to 
55  "Exclude  targets  outside  of  the  cli¬ 
ent’s  site".  To  enable  client  tailback 
zz  so  that  clients  will  revert  to  the 
primary  target  when  it  becomes 
available  again  on  the  network, 
you  need  to  be  running  Windows 
55  2003  R2  on  the  servers  and  need 

E  to  install  the  Windows  XP  Client 
Failback  hotfix  on  the  client  work¬ 
stations  as  described  in  the  article 
above.  Windows  XP  Service  Pack 
3  includes  that  hot  fix.  To  work 
with  the  enhanced  referral  control 
features  in  Windows  Server  2003 
R2  you  will  want  to  be  sure  you 
have  the  R2  DFS  Management 
snapin  Dfsmgmt.msc  rather  than 
the  older  Dfsgui.msc  installed. 
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WANT  TO  TRANSFORM  YOUR  NETWORK 
TO  INCREASE  EFFICIENCY  AND  PERFORMANCE? 


FIND  OUT  HOW  FCoE  CAN  HELP  REDUCE 
COMPLEXITY  WHILE  LOWERING  CAPEX 
ANDOPEX  O 


SEE  WHY  THE  GLOBAL  2000  TRUST 
BROCADE  EXTRAORDINARY  NETWORKS 
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toolshed 


TRUE  FACT 


GADGETS 

Dualie  combines 
hard  drive,  iPod/ 
iPhone  dock 


Dualie 

Buffalo  Technology,  about  $250 
(available  exclusively  at  the 
Apple  Store). 

►  What  it  is:  The  Dualie  is  a  docking  station 
for  your  iPhone  or  iPod  that  also  contains 
a  docking  space  for  a  500GB  portable  hard 
drive,  as  well  as  some  additional  USB  ports. 
The  goal  is  to  let  users  have  one  device  that 
lets  them  connect  a  portable  hard  drive  to 
their  computer,  and  synchronize/recharge 
their  iPhone  or  iPod  at  the  same  time.  When 
connected  to  a  Macintosh  system,  backups  to 
the  hard  drive  are  done  with  Time  Machine. 


this  and  will  ask  you  if  you  want  to  reformat 
the  drive  when  you  plug  it  in  —  unfortu¬ 
nately,  I  only  tested  this  on  Windows  XP  and 
Vista  systems,  which  didn’t  recognize  the 
drive  until  it  was  reformatted. 

It  would  be  great  if  Buffalo  offered  a  version 
of  the  Dualie  that  includes  a  Windows  pre¬ 
formatted  hard  drive,  as  the  iPhone/iTunes 
docking  station  part  works  wonderfully  with 
my  Windows  PC,  and  I’d  prefer  not  having  the 
hassle  of  reformatting  the  drive. 

►  Grade:  ★★★★  (for  Mac  users); 

★★Y  (for  Windows  users). 


THE 

SCOOP 


►  Why  it’s  cool:  I’m  a  sucker  for  devices 
that  take  two  separate  concepts  and  combine 
them  into  a  single  device,  especially  when 
the  combination  helps  eliminate  cable  clut¬ 
ter  on  the  desktop.  Instead  of  two  separate 
USB  cables  for  connecting  a  portable  hard 
drive  and  synchronizing  your  iPhone/iPod, 
the  Dualie  has  one  cable  (also 
included  are  FireWire  800 
cables).  The  two  additional 
USB  ports  also  make  it 
handy  if  you  find  that 
your  notebook  is  chintzy 
on  USB  port  allocation 
(the  docking  station 
is  powered  to  offer 
additional  USB  hub 
support). 

►  Some  caveats: 

The  included  hard 
drive  is  preformat¬ 
ted  for  Macs  (hence  the 
Apple  Store  exclusiv¬ 
ity).  The  hard  drive  can 
be  used  on  Windows 
machines,  but  you’ll 
need  to  reformat  the  hard  drive  with  either 
Buffalo’s  FAT32  format  tool,  or  use  Windows 
and  reformat  with  one  of  those  tools.  A  Buf¬ 
falo  spokesman  says  Windows  7  recognizes 


THE 

SCOOP 


Universal  Multi- 
Display  Adapter 

by  Kensington,  about  $80 


Buffalo's  Dualie 
combines  two 
products  into  a 
single  device. 


►  What  it  is:  This  tiny  device  lets  you  add  an 
extra  monitor  to  your  PC  system  quickly  and 
easily.  Connect  one  end  of  the  device  to  your 

monitor  cable  (DVI  and  VGA  supported), 
and  the  other  end  to  a  USB  port  on  the 
computer,  and  you’re  up  and  running.  The 
system  adds  drivers  automatically,  giving 
you  the  extra  monitor  space. 

►  Why  it’s  cool:  Getting  additional 
monitor  space  used  to  involve  extra 
graphics  cards  and  complicated  pro¬ 
cedures,  so  the  self-installing  drivers 
and  the  USB  connections  make  it  easy 
to  set  up.  The  system  also  supports 
as  many  as  six  adapters.  Now  I  just 
need  to  convince  the  IT  group  to  give  me 
four  more  monitors.  The  system  also  works 
with  projectors  —  letting  you  quickly  display 
your  screen  via  the  projector  (tell  the  sales 
guy  who’s  always  fumbling  with  getting  his 
screen  to  display!). 

►  Grade:  ★★★★★ 

Shaw  can  be  reached  at  kshaw@nww.com 
and  Twitter  at  http://twitter.com/shawkeith. 


Should  cell  phone  operators 
be  allowed  to  limit  VoIP  traffic 
on  their  network?  -Anon 

©  I  dont  know  if  there  is  a  good 
answer  to  this.  The  first  thing  to 
look  at  is  whose  network  are  you 
using  for  the  VoIP  traffic.  You  are 
using  theirs,  right?  This  is  where 
the  whole  net  neutrality  argument 
begins.  The  ISPs  are  pretty  much  in 
a  no-win  situation.  They  are  trying 
to  have  a  network  where  anyone 
can  do  what  they  want  without  ad¬ 
versely  impacting  as  many  people 
as  possible.  This  is  where  the 
balancing  act  starts  -  the  cell  phone 
provider  is  providing  cell  phone 
service  as  well  as  Internet  service. 
Not  everyone  has  an  unlimited  plan 
on  their  phone,  so  if  you  go  over 
your  monthly  package  of  minutes, 
the  cell  phone  provider  makes 
more  money  on  the  minutes  you  go 
over  on  the  plan  you  are  on.  If  you 
make  an  international  phone  call, 
your  cell  phone  carrier  stands  to 
make  even  more  money  since  most 
plans  that  don't  cover  the  cost 
of  international  calls  in  your  plan 
unless  you  have  purchased  the  ad¬ 
ditional  service  that  may  not  cover 
the  country  that  you  are  calling. 
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NETWORKWORLD  ANNOUNCES 

rfiTRoadmap 

CONFERENCE  &  EXPO  I 


The  ONE  DAY  event 

that  comes  to  you! 

COMING  NEXT  TO 

Chicago 

SAVE  THE  DATE:  TUESDAY,  MARCH  16,  2010 
DONALD  E.  STEPHENS  CONVENTION  CENTER 

SIGN  UP  -  AND  BRING  YOUR  COLLEAGUE! 

Full  details  at  www.networkworld.com/goCHI 

Five  all-new  morning  sessions: 

•  Cloud  &  Virtualization  Roadmap 

Desktop  Virtualization,  Software-as-a-Service,  Cloud  Computing 

•  Convergence  &  Wireless  Roadmap 

Unified  Communication,  Collaboration,  and  Enterprise  Mobility 

•  Data  Center  Roadmap 

Green  IT,  Disaster  Recovery,  and  Floor  Planning  for  Flexibility 

•  Managing,  Controlling  &  Optimizing  Application  Delivery  Roadmap 

Application  Performance,  WAN  Optimization,  and  Network  Management 

•  The  Secure  Enterprise  Roadmap 

Identity  Management,  Compliance  &  Regulation 

Plus  an  afternoon  of  unique  problem  solving  breakouts: 

•  “Help  Me  Build  My  Business  Case”  Workshops 

•  Implementation  Strategy  Sessions 

•  Problem-Solving  Technical  Tutorials 

•  Moderated  Table  Discussions  in  the  Expo 
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THE  NEW  DATA  CENTER  ::  STRATEGIES  4  TECHNOLOGIES  FOR  OPTIMIZING  IT 

There  are  plenty  of  highly  skilled 

IT  professionals  looking  for  work,  but 

when  it  comes  specifically  to  today’s  data  _ 

center,  employers  are  having  a  hard  time 
finding  the  right  people.  Companies  are 
looking  for  generalists  who  understand  the  business 
side  of  IT,  who  understand  power  and  cooling  and  who 
are  up  on  new  technologies  such  as  virtualization. 


THE  NEW  DATA  CENTER 


Data  center  skills  crisis 

Companies  are  forced  to  put  projects  on  hold  due  to 
shortage  of  IT  pros  with  the  right  skill  sets 

~  BY  BETH  SCHULTZ ~ 


r  ith  a  state-of-the- 
art  data  center  recently  opened  in  Georgia, 
PricewaterhouseCoopers  is  on  the 
prowl  for  a  few  good  people.  The 
challenge  looms  just  about  as  large 
as  the  80,000-square-foot  building 
housing  the  IT  infrastructure. 

PwC  is  looking  for  IT  professionals  to  fill 
vacancies  on  its  network  operations,  security 
and  facilities  staffs,  for  example.  Some  posi¬ 
tions  are  suitable  for  those  with  just  a  bit  of 
experience  while  others  require  a  much  richer 
IT  background,  says  Rick  Ancona,  deputy  U.S. 
CIO  and  CTO  at  PwC,  a  professional  services 
firm  with  U.S.  headquarters  in  New  York. 

“The  problem  is,  not  that  many  people  out 
there  right  now  are  versed  in  the  data  center 
of  today,”  he  says. 

By  “data  center  of  today,”  Ancona  means 
a  highly  automated,  dense  and  virtualized 
IT  infrastructure  that  relies  on  the  most 
advanced  electrical  and  mechanical  compo¬ 
nents  for  ultra  power  efficiency. 

The  modern  data  center  demands  that  IT 
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professionals  understand  multiple  disci¬ 
plines  as  well  as  the  facilities  infrastructure 
—  and  that’s  one  of  the  big  issues  giving  rise 
to  the  hiring  difficulties. 

Applicants  flooding  the  resume  pipe¬ 
line  don’t  have  the  exact  right  mix  of  exper¬ 
tise  for  the  rapidly  changing  data  center 
environment. 

Virtualization  vacuum 

“One  might  think  in  today’s  economic  climate 
with  such  high  unemployment  and  what-not 
that  we’d  be  able  to  find  VMware,  Cisco  net¬ 
working,  EMC  storage  skill  sets.  But  these 


are  the  people  who  are  working,  and  we’re 
finding  it  more  difficult  than  ever  to  hire 
appropriate  resources,”  says  Michael  Bull¬ 
ock,  founder  and  CEO  of  Transitional  Data 
Services,  a  data  center  consulting  firm. 

Virtualization  experts  are  especially  hard 
to  come  by,  Bullock  adds.  “It’d  be  awfully 
nice  to  find  people  available  who  are  skilled 
in  multiple  disciplines,  but  it’s  hard  enough 
finding  anyone  who  knows  how  to  work  with 
•  virtual  servers  or  storage  alone,”  he  says. 

It’s  not  that  these  folks  don’t  exist.  With 
nearly  every  company  deploying  virtualiza¬ 
tion,  there  simply  aren’t  enough  experts  to  go 
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“WHAT  I'M  LOOKING  FOR  RIGHT  NOW  WITH  DEVELOPERS  AND  INFRASTRUCTURE 
TECHNICIANS  IS  THE  ABILITY  TO  UNDERSTAND  AND  WORK  WITH  THE  BUSINESS, 

AND  THAT  ENCOMPASSES  A  WHOLE  LOT 
OF  THINGS,  LIKE  FINANCIAL  SAVVY  AND 
COMMUNICATIONS  SKILLS.” 


DWIGHT  GIBBS,  SENIOR  VICE  PRESIDENT  OF  TECHNOLOGY,  INPUT 


around,  points  out  Andi  Mann,  vice  president 
of  research,  systems  and  storage  with  Enter¬ 
prise  Management  Associates. 

Joanne  Kossuth,  vice  president  of  opera¬ 
tions  and  CIO  for  Franklin  W.  Olin  College  of 
Engineering  in  Needham,  Mass.,  attributes 
the  talent  shortage  to  the  rate  of  technologi¬ 
cal  change  coupled  with  the  way  computer 
scientists  are  trained.  “This  has  made  finding 
people  who  are  flexible  and  adaptable  enough 
for  today  really  difficult,”  she  says. 

The  situation  is  exacerbated  because  IT  folks 
who  have  lost  their  jobs  during  the  downturn 
tend  to  have  held  specific  jobs  at  large  corpo¬ 
rations.  “They  may  have  a  wealth  of  expertise 
in  one  particular  area,  but  they  haven’t  been 
trained  in  how  to  be  good  team  players,  com¬ 
municators  and  agile  learners,”  Kossuth  says. 

It  hasn’t  always  been  this  way,  she  adds. 
“When  I  was  coming  up,  you  had  to  be  a  gen¬ 
eralist.  “But  we’ve  gone  through  a  long  period 
of  time  where  people  have  been  able  to  come  in 
and  say,  ‘OK,  I  do  Windows  or  I  do  Linux.  I  do 
this  type  of  desktop  or  this  client.’” 

Today,  the  pendulum  is  swinging  back,  Kos¬ 
suth  says.  “We  need  expanded  skill  sets,  and  we 
haven’t  been  able  to  easily  find  folks  who  want 
to  multitask  and  who  are  willing  to  lead  a  team 
on  one  project  but  be  a  follower  on  the  next.” 

Andreas  Antonopoulos,  senior  vice  presi¬ 
dent  with  Nemertes  Research,  also  chalks 
up  hiring  problems  to  IT’s  constant  state  of 
change.  “The  skills  needed  are  changing  faster 
than  the  ability  to  train  or  hire  people.  So  on 
the  most  cutting-edge  projects,  with  new  tech¬ 
nologies  being  implemented,  there’s  a  short¬ 
age  of  skills,”  he  says. 

Results  of  a  2009  benchmark  study  of  120 
IT  organizations  bears  this  out,  Antonopo¬ 
ulos  says.  In  the  study,  60%  of  organizations 
reported  trouble  finding  IT  personnel  with 
the  right  skill  sets.  Drilling  down,  45%  of 
respondents  said  they  ran  into  shortages  of  IT 
talent  in  application  development,  while  30% 
couldn’t  fill  positions  in  storage  and  network¬ 
ing,  he  says. 

The  most  startling  statistic  from  the  study 
was  that  at  37%  of  the  organizations,  IT 


executives  reported  having  put  projects  on 
hold  because  of  the  skills  shortage. 

“That’s  your  business  impact  right  there,” 
Antonopoulos  says. 

Complex  skills  sets  required 

PwC  knows  the  frustration  of  not  being  able 
to  find  people  with  the  right  balance  of  skills, 
says  John  Regan,  the  company’s  director  of 
data  center  services. 

“If  we’re  looking  for  an  engineer,  for  example, 
it’s  easy  to  get  degreed  electrical  and  mechani¬ 
cal  engineering  professionals.  But  engineers 
who  have  actually  worked  on  building  out 
complex  data  center  environments  are  few  and 
far  between.  Then  couple  that  with  our  desire 
for  someone  who  has  an  IT  background  inter¬ 
mixed  with  those  types  of  engineering  skills, 
and  you’ve  got  a  real  challenge,”  he  says. 

When  it  comes  to  IT  and  facilities,  New 
York-based  Citigroup  makes  sure  it  gets  this 
balance  of  skills  at  its  world-class  data  centers 
via  a  position  it  calls  data  center  planning  and 
critical  systems  engineer,  says  Jim  Carney, 
executive  vice  president  of  data  center  plan¬ 
ning  for  the  global  financial  services  firm. 

“The  planning  engineer  has  one  foot  in  real 
estate  and  the  other  in  technology  and  articu¬ 
lates  the  projects  and  priorities  of  each  organi¬ 
zation  back  through  the  other  and  helps  forge 
a  collective  agreement  on  the  path  forward,” 
he  explains. 

The  people  filling  these  roles  are  split  50-50 
between  IT  and  facilities  and  internal  and 
external  hires,  Carney  says.  “The  most  suc¬ 
cessful  of  them,”  he  adds,  “are  those  who  have 
worked  in  the  network  world,  and  so  under¬ 
stand  networks,  and  in  the  rack-and-stack 


world,  installing  the  physical  servers  and 
equipment  on  the  data  center  floor  and  have  a 
background  in  electrical  or  mechanical  engi¬ 
neering.  They  have  had  those  dual  roles.” 

No  doubt,  data  center  professionals  need  to 
think  strategically,  Kossuth  says.  “You  really 
need  to  be  able  to  think  at  a  higher  level  about 
the  bigger  picture,  or  architecture.  Before  we’d 
say,  well  hire  someone  to  do  architecture  and 
someone  to  do  storage,  but  now  those  skill  sets 
are  overlapping.” 

Dwight  Gibbs,  senior  vice  president  of 
technology  at  Input,  a  Reston,  Va.,  market 
intelligence  firm  on  government  business, 
agrees.  “This  isn’t  just  about  crimping  cable, 
installing  OSs  and  racking  and  stacking  IP 
anymore,”  he  says. 

Gibbs  holds  data  center  technicians  he  hires 
to  “higher-level  thinking,”  he  says.  “They  need 
to  know  the  actual  applications  in  the  lines  of 
business,  and  know  them  well  because  they 
have  to  balance  these  things  across  a  bunch  of 
VMware  hosts.  They  better  make  sure  appli¬ 
cations  aren’t  peaking  at  the  same  time.” 

With  this  goal  in  mind,  Gibbs  divides  a  job 
seeker’s  characteristics  into  qualifying  and 
winning.  With  qualifying  characteristics, 
you’re  eligible  for  an  interview.  Those  are  the 
basic  building  blocks,  he  says.  “Do  you  know 
how  to  run  a  data  center?  Can  you  estimate 
power?  Can  you  crimp  cable?  Do  you  under¬ 
stand  a  chiller,  and  UPS?” 

But  winning  characteristics  are  the  real 
differentiators,  he  says.  “What  I’m  looking 
for  right  now  with  developers  and  infra¬ 
structure  technicians  is  the  ability  to  under¬ 
stand  and  work  with  the  business,  and  that 

►  See  Skills, page  30 
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STRATEGIES  A  TECHNOLOGIES 


FOR  OPTIMIZING 


IT 


10  recession-proof  IT  skills 

Companies  are  hiring  data  center  professionals  with  these  hot  skills 

~  BY  BETH  SCHULTZ  - 


the  right  attitude,  this  is  a  fantastic  time  to 


be  in  the  data  center  space,”  says  Dwight 
Gibbs,  senior  vice  president  of  technol¬ 
ogy  at  Input,  a  Reston,  Va.,  market  intelli¬ 
gence  firm.  The  enterprise  data  center  has 
become  the  corporate  center  of  attention. 
If  you  want  in,  here  are  the  skills  you  need 
to  have: 

1. 

VIRTUALIZATION 

A  foundational  technology  for  state-of-the- 
art  IT  infrastructures,  virtualization  skills 
almost  go  without  saying. 

Rick  King,  CTO  at  Thomson  Reuters, 
Legal,  in  Eagan,  Minn.,  puts  it  this  way: 
“Today  people  who  have  spent  a  lot  of  time 
with  virtualization  technologies  can  pretty 
much  work  any  place  they  want  —  and  that 
will  be  true  for  some  period  of  time,  until 
almost  all  data  centers  are  running  almost 
everything  in  a  virtual  environment.” 

2. 

SERVICES  MANAGEMENT 

As  enterprises  shift  into  the  use  of  public  or 
private  cloud  service  providers,  data  center 
personnel  need  to  ratchet  up  their  service 
management  skills,  says  John  Ryan,  the 
global  portfolio  executive  responsible  for 
platform  and  user  services  at  technology 
consulting  firm  CSC. 

“It’s  no  longer  enough  to  know  how  to  man¬ 


age  the  hypervisor  and  workloads  moving 
across  the  infrastructure.  People  have  to  shift 
their  thinking  into  an  environment  where 
capacity  and  demand  management  come 
together.  They  have  to  be  skilled  in  services 
management,”  he  explains. 

Joanne  Kossuth,  vice  president  of  opera¬ 
tions  and  CIO  for  Franklin  W.  Olin  College 
of  Engineering  in  Needham,  Mass.,  agrees. 
“Things  like  software  and  infrastructure  as 
a  service  already  exist,  and  some  are  more 
highly  adopted  than  others.  But  five  years 
down  the  line,  it  really  will  be  about  a  com¬ 
bination  of  these  things  and  data  center  folks 
are  going  to  manage  all  that.” 

3. 

UNIFIED  COMPUTING 

“The  trend  today,  as  it  will  for  the  next  three  to 
five  years,  will  be  unified  computing  —  look 
at  Cisco  with  its  Unified  Computing  System, 
HP  with  BladeSystem  Matrix  and  IBM  with 
its  cloud  computing  strategy,"  says  Rockwell 
Bonecutter,  data  center  technology  and  oper¬ 
ations  lead  for  North  America  at  Accenture, 
a  technology  services  consulting  company. 
“The  natural  assumption  you  can  derive 
from  that  is  that  this  will  be  the  hot  button  for 
new  skills.” 

As  such,  data  center  personnel  of  every  ilk 
must  get  up  to  speed  on  unified  compute  con¬ 
cepts,  principles  and  architecture,  he  says.  As 
a  result,  data  centers  will  be  staffed  by  people 


who  understand  how  to  deliver  business 
value  and  services  rather  than  only  knowing 
how  to  add  more  processing  power  or  stor¬ 
age,  for  example. 

4. 

GREEN  IT 

Going  green  is  a  corporate  mandate  the 
world  over,  and  that  leaves  many  IT  organi¬ 
zations  deciding  whether  they  need  a  point 
person  for  green  efforts  across  the  data  cen¬ 
ter,  Thomas  Reuters’  King  says.  “This  pro¬ 
fessional  would  focus  on  deploying  green 
technologies  —  as  well  as  steering  away 
from  deployment  of  non-green  technologies. 
Because  green  technologies  often  improve 
operational  efficiencies,  such  people  would 
actually  pay  for  themselves  over  and  over 
again,”  he  adds. 

5. 

COMMUNICATIONS 

Good  people  skills  aren’t  to  be  downplayed, 
data  center  insiders  say.  “When  I  think  of  a 
strong  data  center  manager,  communications 
and  people  management  skills  are  way  up 
there,”  says  Jill  Eckhaus,  president  of  Afcom, 
an  association  for  data  center  professionals. 
“The  data  center  world  is  changing  at  rapid 
speed,  and  being  able  to  manage  that  means 
keeping  a  structured  environment.  And  that 
requires  communications.” 

Good  people  skills  are  imperative,  says  John 
Regan,  director  of  data  center  services  at  Price- 
waterhouseCoopers  (PwC),  a  professional 
services  firm  with  U.S.  headquarters  in  New 
York.  Even  if  data  center  professionals  aren’t 
communicating  with  the  business,  he  says, 
there’s  a  significant  amount  of  communica¬ 
tions  required  inside  the  IT  organization. 

With  so  many  data  center  skills  to  hone,  this 
is  indeed  an  opportunistic  time  for  IT  profes¬ 
sionals,  says  Andreas  Antonopoulos,  senior 
vice  president  with  Nemertes  Research. 

“So  for  those  out  of  a  job,  one  of  the  things 
to  think  about  is  taking  a  new  direction  and 
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THE  NEW  DATA  CENTER 


really  focus  on  the  exciting  things  happening 
in  IT,”  he  says.  “That’s  my  message  of  hope.” 
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RESOURCE  MANAGEMENT 

Along  the  same  lines,  the  ability  to  finesse  con¬ 
versations  between  IT  and  facilities  is  becom¬ 
ing  a  critical  skill  in  the  data  center,  says  David 
Cappuccio,  managing  vice  president  and  chief 
of  research  for  the  infrastructure  teams  at  Gart¬ 
ner.  “Building  a  capacity  plan  when  you  don’t 
take  into  account  energy  consumption  and 
heat  dissipation  is  a  plan  in  a  vacuum,”  he  adds. 
“You  need  somebody  on  staff  who  can  actually 
track  these  things,  talk  a  facilities  language  and 
translate  it  back  to  IT.”  These  skills  are  some¬ 
times  packaged  in  a  position  called  resource 
manager  or  facilities  liaison,  Cappuccio  says. 

At  Citigroup,  they’re  wrapped  up  into  a  posi¬ 
tion  called  data  center  planning  and  critical  sys¬ 
tems  engineer,  says  Jim  Carney,  executive  vice 
president  of  data  center  planning  for  the  New 
York-based  global  financial  services  firm. 

In  fact,  Carney  says,  “No  data  center  man¬ 
ager  I  would  ever  hire  could  be  blind  to  the 
facilities  side  of  the  business  because  it’s  so 
integral  to  their  uptime.”  (See  story,  page  32.) 


electrical  engineers  who  have  a  decent  knowl¬ 
edge  of  technology  and  a  working  knowledge 
of  current  equipment  and  systems,”  says  Rick 
Ancona,  deputy  U.S.  CIO  and  CTO  at  PwC. 

“If  you  built  a  data  center  even  three  or  four 
years  ago  vs.  now,  you’re  using  very  differ¬ 
ent  concepts.  Even  with  virtualization,  that’s 
really  around  electrical  loads  and  cooling. 
That’s  the  engineering  complexity  that  having 
denser  servers  introduces,”  he  adds. 
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ENGINEERING 

At  PwC,  “the  hottest  skills  and  the  people  who 
are  most  difficult  to  find  are  mechanical  and 


NETWORK 

Lights-out,  remote  data  centers  only  work 
because  of  network  technology,  Citigroup’s 
Carney  says.  That  places  networking  skills 
at  a  premium.  “Data  center  managers  need 
to  be  cognizant  of  networks  —  network  con¬ 
figurations,  hardware  and  vulnerabilities,”  he 
says.  “We  need  people  who  have  really  good 
networking  expertise  or  a  network  back¬ 
ground.” 

PwC,  likewise,  wants  people  who  have  net¬ 
working  prowess  as  it  builds  out  its  data  cen¬ 
ter  strategy,  Ancona  says. 

In  particular,  it  is  looking  for  people  in 
the  network  operations  center  monitor 
and  response  space,  which  are  “critical  posi¬ 
tions  that  help 
assure  the  overall 
availability  of  the 
environment  and 
maximize  uptime,” 
adds  PwC’s  Regan. 


►  Skills ,  from  page  27 

encompasses  a  whole  lot  of  things,  like  financial  savvy  and  commu¬ 
nications  skills.” 

And  gumption.  “I  don’t  want  to  have  to  ask  my  folks,  ‘Hey  have 
you  guys  checked  in  with  sales  and  marketing  and  product  manage¬ 
ment?’  I  want  people  who  are  proactively  asking  how  they  can  better 
address  the  needs  of  their  internal  clients,  who  go  out  on  their  own 
to  figure  out  the  business  need,”  Gibbs  says.  “If  that  has  to  be  pushed 
down,  that  makes  me  and  my  management  team  a  bottleneck,  and 
that’s  not  good.” 

And  Gibbs,  like  others,  is  finding  it  tough  to  hire  these  multi-tal¬ 
ented  IT  professionals.  Despite  the  plethora  of  unemployed  techies, 
finding  and  hiring  the  last  data  center  recruit  took  four  and  a  half 
months,  he  says. 

“The  folks  you  want  aren’t  on  the  street,”  Gibbs  says.  “The  best 
people  have  jobs  and  their  bosses  are  trying  with  all  their  might  to 
keep  them  employed  and  on  their  job.” 

True  enough,  but  people  looking  for  jobs  ought  not  get  discour¬ 
aged  or  let  data  center  opportunities  pass  them  by,  Bullock  says. 
“We’re  in  hiring  mode  plus  the  demand  we  see  for  our  services  tells 
us  that  many  companies  are  looking  to  hire  for  these  skill  sets.  There 
are  still  opportunities  for  folks  to  get  skilled  up,  find  jobs  and  do  well 
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DATA  CENTER 
STAFF  SHORT¬ 
AGE,  LACK 
OF  SKILLS  TO 
BLAME 

Symantec  report 
shows  half  of  all 
data  centers  are 
understaffed. 
Matthew  Lodge, 
Symantec,  sheds 
some  light  on  the 
causes  behind 
the  staff  short¬ 
age  and  potential 
fixes. 
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FINANCIAL  ANALYSIS 

As  a  hiring  manager.  Input’s  Gibbs  says  he 
considers  financial  analysis  one  of  the  hottest 
skills  for  a  data  center  professional.  “I  need 
people  who  can  determine  the  application  and 
technology  economics  based  on  the  business 
economics,”  he  says. 

In  other  words,  if  an  application  doesn’t 
require  super  high  availability,  a  data  center 
professional  should  be  able  to  crunch  the 
numbers  to  figure  out  whether  that  can  go  out 
in  the  cloud  or  should  stay  on  dedicated  hard¬ 
ware  in  the  data  center,  Gibbs  says.  “The  data 
center  is  very  soon  to  become  the  business 
center,”  he  adds.  “So,  if  you  don’t  understand 
business,  then  you  won’t  be  working  for  the 
business  center  for  very  long.” 
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PROJECT  MANAGEMENT 

In  the  same  vein,  the  need  for  strong  project 
management  and  business  analysis  skills 
are  picking  up,  says  Dave  Willmer,  executive 
director  of  Robert  Half  Technology.  With  2010 
IT  budgets  approved,  companies  are  starting 
to  invest  in  data  center  projects,  he  says. 

“I  don’t  want  to  make  it  sound  like  the  doors 
are  blowing  off  and  this  is  the  end  to  the  reces¬ 
sion,  but  we  are  seeing  an  increase  in  requests 
for  business  analysts  and  project  managers 
for  full-time  positions,”  Willmer  says.  ■ 


in  these  new  areas  of  the  data  center.” 

Indeed,  hiring  demand  is  starting  to  pick 
up  for  higher-level,  hard-to-find  skills,  con¬ 
firms  Dave  Willmer,  executive  director  of 
Robert  Half  Technology,  an  IT  staffing  firm. 
“And  there’s  plenty  of  potential  skill  building 
and  growth  in  the  data  center,”  he  adds. 

“What  clients  are  looking  for  are  individu¬ 
als  who  not  only  can  maintain  the  current 
environment,  but  are  willing  and  able  to  take 
on  more  as  it  comes  along,”  Willmer  adds. 

That’s  the  eye-catcher  on  the  resumes 
Olin’s  Kossuth  looks  at,  she  says.  “If  some¬ 
one  spells  out  up  top  that  he  or  she  is  a  top 
information  services  or  technology  manager 
who’s  looking  for  opportunities  to  be  part  of  a 
good  team,  to  learn  and  bring  to  bear  multiple 
skill  sets,  then  that  gets  my  attention.”  ■ 

Schultz  is  an  IT  editor  and  writer  in  Chicago. 
You  can  reach  her  at  bschultz5824@gmail.com. 


30  FEBRUARY  8, 2010  www.networkworld.com 


NEW! 


Special  Offer: 

3 

Months 


1&1®  DYNAMIC  CLOUD  SERVER 


A  virtual  server  environment  with  full  root  access  -  adjust  the  processor  core, 
RAM,  and/or  hard  disk  space  at  any  time.  Prices  will  be  reflected  accordingly. 

Basic  Configuration:  All  Configurations  Include: 

■  1  AMD  Opteron™  2352  Core  Processor  ■  2000  GB  Traffic 
(up  to  4  cores  available)  ■  Full  Root  Access 


ld;l=l=ua 


Basic  Configuration: 


1  GB  RAM 


Windows  Server  2008  R2  Standard 


1&1  Server  Configuration 


■  /■■■  ..'I*  i  '  k?i ■  4..\.X 

7  9  11  13  15 


Traffic  (GB) 


rs — --CT-sro.":^ 

C 


2,000  GB 
Traffic  d 
Included! 


(up  to  15  GB  RAM  available) 
■  100  GB  Hard  Disk  Space 
(up  to  800  GB  available) 


Available  as  an  add-on,  additional  fees  apply. 

■  Parallels  Plesk  Panel  9 

■  24/7  Toll-Free  Support 


More  special  offers  are  available  online. 
For  details,  visit  www.landl .com 


u 


©ERA 

GREEN 

POWER 

PARTNER 


'Offer  valid  for  a  limited  time  only.  3  months  free  offer  applies  to  basic  configuration  only.  12  month  minimum  contract  term  and  set  up  fee  apply.  Visit  website  for 
full  promotional  offer  details.  Program  and  pricing  specifications  and  availability  subject  to  change  without  notice.  181  and  the  181  logo  are  trademarks  of  181 
Internet  AG,  all  other  trademarks  are  the  property  of  their  respective  owners.  ©  201 0  1 81  Internet,  Inc.  All  rights  reserved. 


THE  NEW  DATA  CENTER  ::  STRATEGIES  &  TECHNOLOGIES  FOR  OPTIMIZING  IT 


From  sea  to  shining 
data  center 

One  data  center  executive's  journey  to  the  top 

~  BY  BETH  SCHULTZ ~ 


“WHEN  YOU’RE  IN  THE  MIDDLE 
OF  THE  OCEAN,  YOU  HAVE  TO 
BE  INDEPENDENT-MINDED 

BECAUSE,  CLEARLY,  YOU  CAN’T  GET  VENDOR  SUPPORT." 

JIM  CARNEY,  EXECUTIVE  VICE  PRESIDENT  OF  DATA  CENTER  PLANNING,  CITIGROUP 


an  odd  start  for  someone  who  now  oversees 


data  center  planning  at  one  of  the  world’s 
financial  powerhouses,  but  that’s  precisely 

Jim  Carney’s  professional  pedigree. 

“Let’s  just  say  that  I’ve  got  a  pretty  interest¬ 
ing  and  diverse  background,”  says  Carney, 
who  is  executive  vice  president  of  data  center 
planning  at  Citigroup. 

Carney  spent  the  first  five  years  of  his 
career  working  as  a  marine  engineer  on  com¬ 
mercial  oceangoing  ships,  handling  propul¬ 
sion,  power,  water  and  other  critical  systems. 
He  learned  the  ropes  at  the  U.S.  Merchant 
Marine  Academy  in  Kings  Point,  N.Y. 

Talk  about  baptism  by  fire.  “When  you’re 
in  the  middle  of  the  ocean,  you  have  to  be 
independent-minded  because,  clearly,  you 
can’t  get  vendor  support,”  Carney  says.  “That 
makes  you  reliant  on  your  skills  and  gives 
you  the  competence  for  handling  anything.” 

From  the  city  that  works  ... 

With  a  wedding  approaching,  Carney  left 
marine  engineering  for  dry  land.  This  time, 
the  native  New  Yorker  didn’t  stray  too  far 
from  home.  He  became  an  engineer  for  Con 
Edison,  the  Big  Apple-based  public  utility. 

Carney  stayed  at  Con  Edison  for  nine 
years,  honing  his  electrical  engineering  skills 
and  acquiring  an  inside  knowledge  of  how 
utilities  operate.  During  this  period,  Carney 
also  gained  his  footing  in  finance,  earning  an 
MBA  from  Baruch  College  at  night. 

Next  came  the  opportunity  to  focus  on 
uptime  and  critical  infrastructure  —  in  TV 
land.  For  seven  years,  Carney  was  head  of 
engineering  for  ABC’s  North  American  TV 


operations.  He  handled  the  electrical  and 
property  infrastructure  for  ABC  TV  in  New 
York,  Washington  and,  to  some  degree,  Cali¬ 
fornia,  he  says. 

“TV  has  a  fungible  product  —  commer¬ 
cials.  If  you  lose  a  commercial,  you  lose 
revenue.  So  the  concept  of  uptime  and  reli¬ 
ability,  and  how  I  had  to  deal  with  those  from 
an  engineering  perspective,  were  really 
enforced  there,”  Carney  says. 

...  to  the  Citi  that  never  sleeps 

After  seven  years,  Carney  was  ready  for 


a  new  challenge  —  and  found  it  at  Citi.  In 

2000,  he  joined  the  company’s  property 
management  operation,  overseeing  the 
facilities  infrastructure  and  people  aspects 
of  a  diverse  building  portfolio,  including 
seven  high-rises  and  four  data  centers  in  the 
New  York  metro  area.  “I  quickly  learned  that 
the  most  intense  work  focused  on  the  data 
centers  and  the  technology  organization,” 
he  recalls. 

When  Citi  lost  a  data  center  on  Sept.  11, 

2001,  the  risk  associated  with  housing  such 
facilities  in  international  business  hubs 
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became  all  too  apparent.  “At  the  time,”  Carney 
says,  “I  could  see  probably  70%  of  our  data 
center  footprint  in  North  America  from  the 
top  of  my  building  in  Manhattan.” 

Citi  leadership  decided  to  revamp  its  data 
center  strategy,  and  Carney  was  put  in  charge 
of  both  facilities  and  data  center  manage¬ 
ment.  The  network  infrastructure,  servers 
and  other  hardware  within  the  data  center 
now  fell  under  his  purview. 

He’s  been  with  Citi’s  Technology  Infra¬ 
structure  Division  ever  since,  over  the  years 
taking  on  additional  oversight  of  data  center 
operations  as  well  as  responsibility  for  the 
project  management  office;  the  risk  and  con¬ 
trol  teams,  which  deal  with  information  secu¬ 
rity,  auditing  and  external  regulations;  and 
the  global  strategy  group  that  plans  capacity 
for  Citi  data  centers  around  the  world. 

Carney’s  role  is  one  that  any  aspiring 
top-level  data  center  executive  would  rel¬ 
ish.  He  has  direct  oversight  of  eight  strategic 
data  centers  in  North  America  and  indirect 
responsibility  for  another  14  sites  globally  for 
one  of  the  world’s  top  corporate  behemoths 
—  Citi  ranks  12  among  the  2009  Fortune  500 
and  39  on  the  Global  500. 

Taking  the  LEED 

Even  more  impressive,  four  of  those  data  cen¬ 
ters  are  ground-up  constructions,  including 
a  site  in  Georgetown,  Texas,  that  received  the 
U.S.  Green  Building  Council’s  first  Leader¬ 
ship  in  Energy  and  Environmental  Design 
Gold  certification  for  newly  constructed  data 
centers. 

The  current  data  center  footprint  results 
from  a  global  strategic  initiative  through 
which  Citi  reduced  the  number  of  data  cen¬ 
ters  worldwide  from  52  to  14  strategic  sites, 
with  another  IS  or  so  maintained  for  regula¬ 
tory  or  business  reasons,  Carney  says.  Forg¬ 
ing  the  global  data  center  strategy,  rooted  in 
the  events  of  Sept.  11  and  launched  five  years 
ago,  has  been  a  high  point,  he  says. 

“People  say  they’ve  built  one  data  center. 
I’ve  built  four  around  the  globe  and  have  been 
involved  in  the  care  and  feeding  of  that  portfo- 
lio  ever  since.  Overseeing  this  global  strategy 
really  has  been  the  highlight  of  my  career,”  he 
says.  After  all,  he  adds,  “These  are  the  most 
technically  advanced,  state-of-the-art  data 
centers  anywhere  around  the  globe.” 

Sometimes,  Carney  admits,  he  feels  like 
he’s  sitting  on  top  of  a  pyramid,  and  he’s 
enjoying  the  view. 

“I  love  my  job,”  he  says.  “I  love  the  data  cen¬ 
ter  world,  and  I  can  only  envision  that  world 
getting  bigger  as  we  look  to  help  other  regions 
and  other  areas  of  the  company.”  ■ 
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stand  costs,”  Carney  says.  "They  need  to  be  cognizant  of  net¬ 
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it’s  so  critical  to  uptime.  And  they  need  to  be 
inquisitive  people  who  track  the  latest  trends 
in  the  IT  space  and  applications." 
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Become  a  data  center  top  dog 

It’s  not  where  you  started;  it’s  how  many 
skillsyoupickupalongtheway 

~  BY  BETH  SCHULTZ ~ 


o  matter  where  you 
are  in  your  IT  organization,  you  can  advance 
to  become  a  top  dog  in  the  data  center.  All 
you  need  is  determination,  focus  and  a 
game  plan  that  involves  expanding  your 
skill  set  to  include  expertise  in  non-IT  areas 
such  as  business  and  communications. 

For  example,  John  Regan,  director  of  data 
center  services  for  PricewaterhouseCoopers, 
started  his  career  in  networking  with  the 
professional  services  firm  16  years  ago,  then 
got  involved  in  the  engineering  and  facilities 
side  of  the  operation. 

Jim  Carney,  executive  vice  president  of 
data  center  planning  at  Citigroup,  has  a  back¬ 
ground  in  marine  engineering,  public  utility 
infrastructure  and  a  TV  broadcast  network. 
Even  at  Citi,  he  first  worked  within  the  real 
estate  group  before  jumping  two-feet  first 
into  IT  and  the  data  center. 

And,  then  there’s  Rick  King,  CTO  at 
Thomson  Reuters,  Legal.  After  teaching 
high-school  math  for  six  years,  he  moved 
into  management  at  an  educational  software 
and  hardware  company  and  then  a  human 
resources  payroll  business  before  an  acquisi¬ 
tion  brought  him  into  his  current  role,  which 
includes  executive  responsibility  for  several 
data  centers. 

The  takeaway?  If  you’re  in  IT  today,  no 
matter  what  level  or  discipline,  you  can  set 
your  sights  for  top-level  data  center  man¬ 
agement  and,  with  the  right  career  moves, 
achieve  your  goal. 

So  where  to  begin?  These  and  other  data 
center  experts  share  their  advice. 

First,  you’ve  got  to  have  a  broad  skill  set 

or  be  willing  to  develop  one  —  and  be 


comfortable  with  that.  King  says. 

Increasing  your  skill  set  is  one  sure  way  to 
prove  your  worth  in  the  data  center,  agrees 
Rockwell  Bonecutter,  data  center  technol¬ 
ogy  and  operations  lead  for  North  America 
at  Accenture,  a  technology  services  consult¬ 
ing  company. 

“It’s  important  to  gain  a  skill  set  within 
a  certain  discipline,  but  the  more  you  can 
branch  out  from  there  to  understand  how 
your  specific  area  of  influence  affects  other 
areas  in  the  data  center  and  how  those  sys¬ 
tems  or  capabilities  can  collaborate  with  each 
other  in  order  to  deliver  a  business  outcome, 
the  more  likely  you  are  to  move  up  in  the 
pecking  order,  and  the  more  respected  your 
opinion  on  such  things  can  be,”  he  says. 

If  you’re  the  storage  expert,  ask  to  do  a  stint 
as  a  manager  of  a  server  or  telecom  group, 
King  suggests.  “If  you  desire  to  progress  to 
management  and  get  into  a  director-level 
position,  you’ve  got  to  have  experience  with 
multiple  disciplines,”  he  says. 

And  it’s  not  just  about  doing  the  time. 
Even  in  the  absence  of  deep  domain  exper¬ 
tise,  a  manager  has  to  be  able  to  make  smart 


decisions,  especially  when  under  duress.  “If 
something  goes  down  or  isn’t  working  quite 
right,  the  expectation  from  everybody  is  that 
it  will  be  fixed  —  and  fast,”  King  says. 

Helping  data  center  professionals  grow 
their  skill  sets  is  an  organizational  goal  at 
PwC,  Regan  says.  It’s  an  imperative,  adds 
Rick  Ancona,  deputy  U.S.  CIO  and  CTO  at 
the  firm.  “It’s  the  on-the-job  experience  that 
makes  someone  the  correct  choice,”  he  says. 
“Not  everybody  has  the  unique  background 
and  depth  of  experience  to  be  the  director 
of  data  center  operations  for  an  $8.5  billion 
firm.” 

Business  acumen 

Turning  into  a  top  dog  often  starts  with  an 
understanding  that  the  data  center  architec¬ 
ture  is  more  than  just  about  technology,  says 
Andreas  Antonopoulos,  senior  vice  president 
with  Nemertes  Research.  Rather,  it’s  about 
understanding  the  business  impacts  of  those 
technologies  in  light  of  the  organizational 
needs  of  today  and  tomorrow. 

“That  requires  a  certain  amount  of  profes¬ 
sional  maturity  and  expertise,”  Antonopo¬ 
ulos  says.  “This  isn’t  just  about  picking  the 
best  virtualization  vendor  or  the  best  stor¬ 
age  strategy  or  the  correct  network  conver¬ 
gence  strategy;  it’s  about  understanding  how 
this  fits  into  culture  of  the  business  and  the 
expected  rates  of  growth  and  change,  down 
to  the  merger  and  acquisition  plans.” 

Anybody  in  or  aspiring  to  a  senior  man¬ 
agement  position  in  the  data  center  has  to 
be  well  grounded  in  the  financials  of  their 
operation,  agrees  Citigroup’s  Carney,  who 
has  an  MBA. 

Last  but  not  least,  a  data  center  honcho 
needs  to  be  a  people  person,  Carney  says. 

“When  we  talk  about  data  centers,  we’re 
usually  thinking  about  the  networks  and 
pipes  and  wires  and  generators  and  all  those 
other  things.  But  in  reality,  with  a  position 
like  mine,  a  lot  of  work  goes  around  mak¬ 
ing  sure  there’s  a  collaborative  effort  on  all 
parties  involved,”  he  says.  “No  one  person 
can  operate  on  his  or  her  own.  We  need  a  col¬ 
laborative,  team  approach  on  how  things  get 
done  and  how  they  move  forward.”  ■ 
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Nil 


YouTube  worth  watching 


iyPl.  lUF-  AS  If  the  whole  John  Edwards  farce 

couldn’t  get  any  more  ridiculous,  now  one 
of  his  ex-aides,  Andrew  Young,  who  also 
happens  to  be  touting  his  tell-all  book  about  Edwards,  has  announced 
that  he  ‘found’  a  video  tape  of,  shall  we  say,  a  highly  personal  nature 
featuring  Edwards  and  Rielle  Hunter,  Edwards’  infamous  and  now 
presumably  ex-mistress  and  mother  of  one  of  his  children. 

Young,  who  Edwards  at  one  time  persuaded  to  publicly  claim  to  be 
the  child’s  father,  presents  himself  as  having  a  high  moral  stance  on 
the  matter  of  the  tape:  “I  think  it’s  a  shame  people  are  focusing  on  this. 
I  couldn’t  have  told  this  story  without  including  the  sex  tape ... .  We’ve 
been  offered  gigantic  amounts  of  money.  And  we’ve  said  no.”  His  wife 
added  “It  was  disappointing  to  see  the  person  you  had  such  hopes  and 
dreams  for  be  so  careless.” 

And,  of  course,  the  whole  mess  has  gone  into  meltdown  with  Hunter 
recently  filing  a  court  motion  against  Young  seeking  the  return  of  a 
number  of  items  including  the  aforementioned  video. 

There’s  a  good  chance  that  this  will  result  in  some  ugly  legal  drama 
and  if  it  does,  wouldn’t  you  want  to  watch  what  actually  happens  in 
court?  Move  over  Judge  Judy  and  Judge  Wapner,  this  will  be  uber-com- 
pelling,  real-life  drama  with  famous  people,  not  just  some  shlubs  from 
the  boonies  arguing  over  who  owns  a  lawn  mower. 

Now,  most  court  cases  are  open  to  the  public;  you  can  walk  right  into 
the  courtroom,  sit  down  and  watch  the  fun.  That’s  great  but  if  you  can’t 
get  there  for  some  silly  reason,  like  you  have  to  work  for  a  living  or  its 
on  the  other  side  of  the  country,  then  you’ll  have  to  rely  on  the  press 
who  can’t  take  photos. 


Sure,  they  can  draw  a  cartoon  but  that’s  usually  a  poor  substitute  for 
a  photographic  image  and  ensures  that  wily  editors  and  artists  can  put 
a  spin  on  the  people  and  events  involved. 

So  when  Chief  U.S.  District  Judge  Vaughn  Walker  who  was  assigned 
to  the  Proposition  8  trial  (the  California  case  that  will  determine 
whether  the  ban  of  same-sex  marriages  in  the  state  is  constitutional) 
ruled  in  favor  of  permitting  YouTube  to  broadcast  the  trial  we  were 
moving  into  new  judicial  territory. 

Those  opposing  the  bill  (advocates  for  same-sex  marriage)  and  fight¬ 
ing  for  its  overturn  were  also  those  who  were  for  the  YouTube  broad¬ 
cast.  Somewhat  predictably,  those  against  the  YouTube  broadcast  were 
those  who  support  and  are  defending  Proposition  8.  They  say  video 
coverage  would  cause  witnesses  testifying  in  favor  of  the  ban  on  gay 
marriage  “irreparable  harm.” 

Inexplicably,  an  emergency  appeal  to  the  U.S.  Supreme  Court  by  the 
defenders  of  Proposition  8  won  the  day  and  now  time-shifted  YouTube 
video  will  not  be  allowed. 

The  Supremes,  in  a  fit  of  who  knows  what,  refused  to  explain  their 
reasoning  and  I  would  suggest  that  we,  the  people,  are  effectively  being 
excluded  from  the  decision-making  process. 

We  can  only  hope  that  the  Supremes  will  eventually  allow  broad¬ 
casting  by  YouTube  and  any  other  services  and  the  sausage  making  of 
the  law  will  be  exposed  to  all  as  it  happens.  And  we’ll  get  to  see  the  likes 
of  Young  and  Hunter  slug  it  out.  That  will  be  TV  worth  watching.  ■ 

Gibbs  watches  with  amusement  in  Ventura,  Calif.  Your  observations 
to  backspin@gibbs.com. 
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‘Internet  addiction’  linked  to  depression  (sigh) 


THESE  STUDIES  always  drive  me  to 
despair. 

According  to  a  BBC  report:  “There  is  a 
strong  link  between  heavy  Internet  use  and  depression,  UK  psycholo¬ 
gists  have  said.  The  study,  reported  in  the  journal  Psychopathology, 
found  1.2%  of  people  surveyed  were  ‘Internet  addicts,’  and  many  of 
these  were  depressed.” 

And  I’ll  bet  a  lot  of  them  drink  too  much  and  can  recite  every  flavor 
of  Ben  &  Jerry’s. 

Personally,  I  don’t  believe  in  Internet  addiction  any  more  than  I  do 
the  “addiction”  that  allegedly  afflicts  Tiger  Woods. 

Call  these  matters  compulsions,  call  them  anti-social  behavior,  call 
them  bad  habits,  but  don’t  lump  them  in  with  smoking,  alcoholism  and 
other  drug  addictions. 

As  was  chronicled  recently  by  my  Network  World  colleague  Jeff  Caruso, 
the  Internet  —  in  this  case  Facebook  and  Twitter  —  has  been  accused  of 
causing  all  manner  of  medical  and  psychological  harm,  including  but 
not  limited  to  brain  damage,  cancer,  teenage  suicide ...  even  rickets. 

And  it’s  more  than  a  matter  of  semantics,  too.  Once  these  “addic¬ 
tions”  become  labeled  as  such  they  lend  credence  to  the  belief  that  the 
activities  themselves  are  somehow  harmful;  online  gambling  being  a 
primary  example  that  frosts  my  butt. 

Moreover,  depression  is  serious  business  and  “linking”  it  to  some¬ 
thing  as  nebulous  as  “Internet  addiction”  trivializes  a  major  illness. 

Much  of  this  is  media  driven,  of  course,  as  the  BBC  story  says  of  the 
researchers  in  this  case:  “The  Leeds  University  team  stressed  they 
could  not  say  one  necessarily  caused  the  other,  and  that  most  Internet 


users  did  not  suffer  mental  health  problems.” 

Well,  that’s  a  relief. 

Yet  we  get  this  scare  quote:  “While  many  of  us  use  the  Internet  to  pay 
bills,  shop  and  send  e-mails,  there  is  a  small  subset  of  the  population 
who  find  it  hard  to  control  how  much  time  they  spend  online,  to  the 
point  where  it  interferes  with  their  daily  activities.” 

Is  there  any  part  of  that  sentence  that  anyone  finds  surprising? 

‘Islam  is”  auto-fill  is  back  on  Google  search 

Of  all  the  controversies  involving  Google  of  late,  none  has  been  more  of 
a  head-scratcher  than  the  allegation  that  the  search  giant  was  protect¬ 
ing  Islamic  sensibilities  by  self-censoring  its  auto-fill  function. 

Dating  back  to  at  least  early  January,  a  search  on  the  phrase  “Islam  is” 
would  produce  no  auto-fill  suggestions,  while  the  same  search  on  other 
religions  would  return  the  expected  list  of  popular  search  topics ...  and 
sometimes  vulgar  ones.  The  gist  of  the  accusation  against  Google  was 
that  it  was  sparing  itself  the  wrath  such  vulgar  ones  might  produce. 

Google  claimed  it  was  merely  a  software  bug  they  would  fix ....  and, 
while  it  took  weeks  longer  than  critics  could  abide,  the  company  has 
done  so.  Type  “Islam  is”  into  Google  and  you  should  get  a  list  of  popu¬ 
lar  searches,  most  disparaging,  and  one  vulgar. 

Not  everyone  buys  the  bug-fix  explanation,  but  I’m  happy  to  give 
them  the  benefit  of  the  doubt. 

A  final  note:  Listed  at  No.  9  among  the  restored  auto-fill  options  for 
‘Islam  is”  is ...  “Islam  is  Google.”  Make  of  that  what  you  will.  ■ 

No  need  to  protect  my  sensibilities.  The  address  is  buzz@nww.com. 
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Different  setups.  Different  locations. 


One  tiny  Logitech  Unifying  receiver. 


Plug  it.  Add  it.  Forget  it. 

The  Logitech  Unifying  receiver. 


Q  unifying- 


The  freedom  of  wireless.  The  security  of  corded.  Wherever  you  work. 

With  the  new  Logitech  Unifying  receiver,  you  get  wireless  freedom  and 
convenience  to  work  wherever  you  choose  without  the  hassle  of  multiple 
receivers.  This  tiny  wireless  receiver  stays  plugged  into  your  laptop  and 
lets  you  easily  mix,  match  and  unify  up  to  six  compatible  wireless  mice 
and  keyboards  to  the  same  receiver. 

Better  yet,  the  Advanced  2.4  GHz  wireless  technology  in  the  Unifying 
receiver  has  virtually  no  delays  or  dropouts,  and  128-bit  (AES)  keyboard 
encryption  for  total  security  between  your  devices  and  the  receiver. 

So  now  your  wireless  devices  are  ready,  wherever  and  whenever  you 
need  them,  with  the  Unifying  receiver  from  Logitech. 


Logitech 


Iogitech.com/nw02 


mice  I  keyboards  I  webcams 


headsets 


aptop  stands 


speakers 


other  laptop  essentials 
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©  2009-2010  Logitech.  All  lights  reserved.  Logitech,  the  Logitech  logo,  and  other  Logitech  marks  are  owned  by  Logitech  and  may  be  registered.  All  other  trademarks  are  the  property  o(  their  respective  owners. 


Building  the  engines  of  a  Smarter  Planet: 

Robust  backup.  Rapid  recovery. 

Reliable  return  on  your  investment. 

As  the  engines  of  a  smarter  planet,  midsize  businesses  are  busy  fueling  innovation  and  a  global  economy.  And  with  so  much 
information  flowing  across  their  organizations,  the  implications  of  lost  data  can  be  tremendous.  They  need  a  dynamic  infrastructure 
that  provides  smarter  ways  to  help  protect  and  quickly  recover  data  when  anything  goes  wrong,  no  matter  the  cause.  And  they 
need  a  reliable,  cost-effective  solution. The  IBM®  Comprehensive  Data  Protection  Solution  Express™  can  help  protect  your  company 
from  loss  of  data  by  providing  automated  backup  and  near-instant  recovery.  In  other  words,  every  time  you  make  a  change,  it 
makes  a  backup— which  helps  to  shorten  backup  gaps  from  days  to  minutes.  Here’s  how  to  get  started: 


Understand  where  you  are.  Know  your 
business  risks  and  what’s  most  important  to 
you  now.  Evaluating  your  current  recovery 
processes  and  prioritizing  critical  data 
help  you  see  risk  exposure  and  develop  a 
backup  schedule. 


The  IBM  Comprehensive  Data  Protection  Solution 
Express  includes  IBM  Tivoli  Storage  Manager 
FastBack,  the  IBM  System  x3550  Server  and 
the  IBM  System  Storage  DS3200  array,  priced 
together  starting  at 
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Recover  data  quickly.  IBM  Tivoli®  Storage 
Manager  FastBack  automatically  looks  for 
data  as  it’s  created  and  recovers  it  when 
needed.  Worry  less  with  a  backup  schedule 
that  you  define.  IBM  technologies  can  recover 
data  in  just  minutes. 


Protect  your  assets.  IBM  System  x® 
Express  servers  pull  data  and  send  it  to 
the  IBM  System  Storage  DS3200,  which 
houses  data  in  a  reliable  location. 


See  the  savings.  The  data  protection  solution 
can  pay  for  itself  in  less  than  a  year  by  helping 
reduce  the  risk  of  revenue  loss  and  the  costs 
of  manual  data  backup  and  recovery.  Savings 
are  estimated  at  $15,000  annually. 


Midsize  businesses  are  the  engines  of  a  Smarter  Planet. 

The  IBM  Express  Advantage™  Concierge  can  connect  you  to  the  right  IBM 
Business  Partner.  Call  877-IBM-ACCESS  or  visit  ibm.com/engines/data2 
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'Actual  savings  and  costs  will  vary  depending  on  individual  customer  configurations  and  environment.  IBM  Global  Financing  offerings  are  provided  through  IBM  Credit  LLC  in  the  United  States  and  other  IBM  subsidiaries  and  divisions 
worldwide  to  qualilied  commercial  and  government  customers.  Rates  are  based  on  a  customer's  credit  rating,  financing  terms,  offering  type,  equipment  type  and  options,  and  may  vary  by  country.  Other  restrictions  may  apply  Rates  and 
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